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1. INTRODUCTION

1.1 Overview

The purpose of this document is to describe the procedure of certification of grid users for the usage of
Grid resources within Latvian Grid.

The scope of the Certification Authority for Latvian Grid is to provide PKI services for grid initiatives
in the country.

Institute of Mathematics and Computer Science, University of Latvia (hereinafter — IMCS UL)
manages, coordinates and develops the Certification Authority for Latvian Grid (hereinafter — CALG).

This document is the combined Certificate Policy and Certification Practice Statement of the CALG. It
describes the set of procedures followed by the CALG and is structured according to RFC 2527. The

latter does not form part of this document and only the information provided in this document may be
relied on.

1.1.1 General Definitions

The following definitions and associated abbreviations are used in this CP/CPS.

Certification Authority (CA) - An authority trusted by one or more users to create and assign public key
certificates. Optionally the CA may create the user's keys. It is important to note that the CA is
responsible for the public key certificates during their whole lifetime, not just for issuing them.
CA-certificate - A certificate for one CA's public key issued by another CA.

CALG - Certification Authority for Latvian Grid.

Certificate policy (CP) - A named set of rules that indicates the applicability of a certificate to a
particular community and/or class of application with common security

requirements.

Certification path - An ordered sequence of certificates which, together with the public key of the
initial object in the path, can be processed to obtain that of the final object in the path.

Certification Practice Statement (CPS) - A statement of the practices which a
certification authority employs in issuing certificates.

Certificate revocation list (CRL) - A CRL is a time stamped list identifying revoked
certificates which is signed by a CA and made freely available in a public repository.

IMCS UL - Institute of Mathematics and Computer Science.

IPR - Intellectual Property Rights



Issuing certification authority (issuing CA) - In the context of a particular certificate, the issuing CA
is the CA that issued the certificate (see also Subject certification authority).

Public Key Certificate (PKC) - A data structure containing the public key of an end entity and some
other information, which is digitally signed with the private key of the CA which issued it.

Public Key Infrastructure (PKI) - The set of hardware, software, people, policies and procedures
needed to create, manage, store, distribute, and revoke PKCs based on public-key cryptography.

Registration authority (RA) - An entity that is responsible for identification and authentication of
certificate subjects, but that does not sign or issue certificates (i.e., an RA is delegated certain tasks on
behalf of a CA). [Note: The term Local Registration Authority (LRA) is used elsewhere for the same
concept. |

Relying party (RP) - A recipient of a certificate who acts in reliance on that certificate and/or digital
signatures verified using that certificate. In this document, the terms "certificate user" and "relying
party" are used interchangeably.

Subject certification authority (subject CA) - In the context of a particular CA-certificate, the subject
CA is the CA whose public key is certified in the certificate.

Strong Pass-phrase — refers to a password phrasse protecting a private key and satisfying the
following: it is at least 12 characters long, and contains upper and lower case letters. It is recommended
that the pass-phrase contains some non-letter characters in the US-ASCII range (0x20-0x7e) and no
letters outside this range.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHAL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in RFC 2119.

1. MUST This word, or the terms "REQUIRED" or "SHALL", mean that the definition is an absolute
requirement of the specification.

2. MUST NOT This phrase, or the phrase "SHALL NOT", mean that the definition is

an absolute prohibition of the specification.

3. SHOULD This word, or the adjective "RECOMMENDED", mean that there may exist valid reasons
in particular circumstances to ignore a particular item, but the full

implications must be understood and carefully weighed before choosing a different course.

4. SHOULD NOT This phrase, or the phrase "NOT RECOMMENDED" mean that there may exist
valid reasons in particular circumstances when the particular behavior is acceptable or even useful, but
the full implications should be understood and the case carefully weighed before implementing any
behaviour described with this label.

5. MAY This word, or the adjective "OPTIONAL", mean that an item is truly optional.

1.2 Identification

1. Document title: "Certification Authority for Latvian Grid. Certificate Policy and Certification
Practice Statement"
2. Version: 7.0.



3. Document Date: 27.01.2009
4.0ID: 1.3.6.1.4.1.28446.1.1.7.0

IANA 1.3.6.1.4.1
IMCS UL 28446
CALG .1
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Major Version i

Minor Version .0

5. Expiration: This document is valid until further notice.

1.3 Community and Applicability

CALG provides PKI services for the academic and research community of Latvia.

1.3.1 Certification authorities

The CALG is defined as a medium assurance CA. CALG does not issue certificates to subordinate
Certification Authorities.

1.3.2 Registration authorities

The procedures of verification of the Subscribers identity and of approving their certificate requests are
performed by trusted individuals — Registration Authoritues (RA) — assigned by the CALG. RAs must
be operated by organizations related with the Latvian academic community.

The CALG manages the functions of its Registration Authorities. Additional RAs MAY be created as
required. The identities and contact details of the valid Registration Authorities are published in a
public repository described in 2.1.5.

RAs do not issues certificates.

Each RA MUST sign an agreement with CALG, stating their-adherence to the procedures described in
this CP/CPS.

1.3.3 End entities

The CALG issues certificates to natural persons (user certificate), computer (server certificate) and
service entities (service certificate). The entities eligible for certification from the CALG are all those
related to organisations, formally based in and/or having offices in Latvia, that are involved in research
or deployment of multidomain distributed computing infrastructure, intended for cross-organizational
sharing of resources. The focus of these organizations SHOULD also be in research and/or education.

1.3.4 Applicability

There will be three categories of certificates:
1. Server certificates: authentication and communication encryption;
2. User certificates: authentication, data encryption and communication encryption.
3. Service certificates: authentication, data encryption and communication encryption.

1.3.5 User restrictions

Certificates issued by CALG are only valid in the context of academic research and educational
activities, any other usage is forbidden. Certificates issued by CALG MUST NOT be used for financial
transactions nor purposes that violate Latvian or international laws.



The ownership of a CALG certificate does not imply automatic access to any kind of resources.

1.4 Contact Details

1.4.1 Specification administration organization
The CALG is created and managed by the Institute of Mathematics and Computer Science.

The CALG address for operational issues is:

Certification Authority for Latvian Grid
Institute of Mathematics and Computer Science
Raina bulv. 29

Riga LV-1459

Latvia

Tel: +371 67 211 241

Fax: +371 67 225 072

Email: ca@grid.lumii.lv

1.4.2 Contact person
The CALG contact person is:

Dana Ludviga

Institute of Mathematics and Computer Science
Raina bulv. 29

Riga LV-1459

Latvia

Tel: +371 67 211 241

Fax: +371 67 225 072

Email: dana.ludviga@sigmanet.lv

1.4.3 Person determining CPS suitability for the policy
See Section 1.4.2

2. GENERAL PROVISIONS
2.1 Obligations

2.1.1 CALG obligations

The CALG is responsible for all aspects of the issuance and management of a certificate referencing
this policy, including:

1. Development of a detailed statement of practices and procedures (the CPS) by which the CALG
implements the requirements of this policy;

2. Publication of CALG contact information;

3. Certificate application/enrolment process;
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Verification of the identity of the applicant;

Certificate signing process;

Provide a public repository with reference to Repository obligations described in 2.1.5.
Revocation of the certificate;

Certificate renewals;

. Issuing certificate revocation lists;

0 Ensuring that all aspects of the CA services and CA operations and CA infrastructure related to

certificates issued under this policy are performed in accordance with the requirements,
representations, and warranties of this policy;

11. Define and publish a dispute resolution procedure;
12. Keep a record of all the operations performed;
13. Collect only the personal data required to perform its function.

By issuing a certificate that references this policy, the CA certifies to the subscriber, and to all relying
parties who reasonably and in good faith rely on the information contained in the certificate during its
operational period, that:

1. The CA has issued, and will manage, the certificate in accordance with this policy.
2. There are no misrepresentations of fact in the certificate known to the CA, and the CA has taken

reasonable steps to verify additional information in the certificate unless otherwise noted in its
CPS.

3. The certificate meets all requirements of this policy and the CAs CPS.

2.1.2 RA obligations
The RA is responsible for the following aspects:

1.

XA WD

Authenticate entities requesting a certificate according to the procedures described in this
document;

Send validated certificate requests to CALG;

Create and send validated revocation requests to the CALG;

Communicate with CALG using secure channels and methods;

Follow the policies and procedures described in this document;

Keep a record of all request validation operations performed,

Allow the CALG to access the logs and documents related with the performed validations;
Collect only the personal data required to perform its function (users e-mail address, telephone
number, a copy of some kind of identification document (passport or drivers license), a proof of
affiliation with the academic institution mentioned in the DN, and the printed certificate request
that is brought to the face-to-face meeting).

2.1.3 Subscriber obligations
In all cases, the CALG SHALL require that:

1.

2.

Subscribers MUST accurately represent the information required from them in a certificate
request. The requirements are detailed in 3.1.1 and 3.1.2;

Subscribers MUST properly protect their private key at all times, against loss, disclosure to any
other party, modification and unauthorized use, in accordance with this CP /CPS. From the
creation of their private and public key pair, subscribers are personally and solely responsible of



the confidentiality and integrity of their private keys. Every usage of their private key is
assumed to be the act of its owner. The private key MUST NOT be shared to other parties;
Upon suspicion that their private keys are compromised subscribers MUST notify the CA that
issued their certificates by sending a certificate revocation request;

Upon any change of information in their certificates subscribers MUST notify the CA that
issued their certificates by sending a certificate revocation request;

Subscribers MUST use the keys and certificates only for the purposes authorized by the CA;

On submitting the certificate requests, subscribers MUST authorize the treatment and
conservation of their personal data;

The pass phrase used for protection of subscribers private key MUST be at least 12 characters
long and sufficiently strong;

2.1.4 Relying party obligations

A relying party SHOULD be familiar with this CP/CPS before drawing any conclusion on how much
trust it can put in the use of a certificate issued by the CA.

The relying party MUST only use the certificate for the prescribed applications and MUST NOT use
the certificates for forbidden applications.

Relying parties MUST verify the digital signature of a received digitally signed message and to verify
the digital signature of the CA who issued the certificate used for the verification purpose.

When validating a certificate a relying party SHOULD check it for its validity, revocation, or
suspension.

2.1.5 Repository obligations

CALG maintains an online accessible repository with information described in subsection 2.6.1. The
repository is operated at a best-effort basis, where the intended availability is continuous.

CA (public repository) web server URL is: http://grid.lumii.lv/section/show/37
2.2 Liability

2.2.1 CALG liability

1.

2.

CALG guarantees to control the identity of the certification requests according to the
procedures described in this document;

CALG guarantees to control the identity of the revocation requests according to the procedures
described in this document;

CALG is managed on a best effort basis and does not give any guarantees about the service
security or suitability;

CALG SHALL NOT be held liable for any problems arising from its operations or improper use



of the issued certificates or CRLs;
5. CALG denies any kind of responsibilities for damages or impairments resulting from its
operation.

2.2.2 RA liability

Provisions given in 2.2.1 apply mutatis mutandis to the liability of RAs.

2.3 Financial responsibility
CALG denies any financial responsibilities for damages or impairments resulting from its operation.

2.3.1 Indemnification by relying parties

CALG denies any financial responsibilities for damages or impairments resulting from improperly used
certificates.

2.3.2 Fiduciary relationships

No stipulation.

2.3.3 Administrative processes
No stipulation.

2.4 Interpretation and Enforcement

2.41 Governing law

The enforceability, construction, interpretation and validity of this policy shall be governed by the Law
of the Republic of Latvia. Legal disputes arising from the operation of the CALG will be treated
according to Latvian laws.

2.4.2 Severability, survival, merger, notice

No stipulation.

2.4.3 Dispute resolution procedures

The head of academic network laboratory SigmaNet at the IMCS UL resolves all disputes related to
interpretation and enforcement of conditions and rules described in this document.

2.5 Fees
Fees SHALL NOT be charged.

2.6 Publication and Repository

2.6.1 Publication of CA information

The CALG is obligated to maintain a secure on-line repository that is available through a web interface
at http://grid.lumii.lv/section/show/37 and it contains:

1. The CALG certificate for its signing key;



The latest CRL signed by CALG;

The current and all the previous versions of the CP/CPS;

CALG contact information as described in 1.4.1;

A list with the current operational RAs;

Other relevant information relating to certificates that refers to this document.
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2.6.2 Frequency of publication
All information to be published in the repository SHALL be published promptly after such information

is available to the CA. CRLs issued by CALG are renewed whenever any certificate is revoked, and at
least 7 days before expiration of the previously issued CRL.

2.6.3 Access controls

CALG does not impose any access control restrictions to the information available at its web site,
which includes the CA certificate, latest CRL and a copy of this document containing the CP and CPS.
CALG may impose a more restricted access control policy to the repository at its discretion. The
CALG web site is maintained on a best effort basis. Excluding maintenance shutdowns and unforeseen
failures the site should be available at all times.

2.7 Compliance audit

2.7.1 Frequency of entity compliance audit

The CALG may be audited by members of EUGridPMA and other Relaying Parties to verify its
compliance with the rules and procedures specified in this document. Any costs associated with such an
audit MUST be covered by the requesting party.

CALG will be internally audited once per year. Extraordinary audits will be carried out upon suspicion
of violation of the rules and procedures specified in the CP/CPS.

2.7.2 Identity/qualifications of auditor

No stipulation.

2.7.3 Auditor’s relationship to audited party

An external audit can be requested by authorities, with whom cross-certification relations exist, by CAs
with which the CALG has entered into a common policy management authority, by a policy
management authority in which the CALG has entered or by qualified relying parties. The auditor can
be chosen by the requestor but the CA may require evidence of auditor’s qualifications. The CA
reserves the right to impose confidentiality restrictions upon the auditor, for both security and data



protection reasons.

2.7.4 Topics covered by audit

The audit will verify that the current operating procedures of the CA comply with the latest approved
version of the CP/CPS, and that all issuance of currently valid certificates complies with the CP/CPS
valid at the time of issuance.

2.7.5 Actions taken as a result of deficiency

In case of a deficiency, the CA Manager will announce the steps that will be taken to remedy the
deficiency. This announcement will include a timetable..

2.7.6 Communication of results

The CA manager will make the result publicly available with as many details of any deficiency as (s)he
considers necessary..

2.8 Confidentiality

2.8.1 Types of information to be kept confidential

All subscribers information that is not present in the certificate and CRLs issued by CALG is
considered confidential and SHALL NOT be released to third parties without explicit subscribers
authorization except as described in 2.8.4.

2.8.2 Types of information not considered confidential

Any data contained in subscribers certificates and CRLs issued by the CALG are not considered
confidential. Contact information for the CA operational staff and for the RAs is not considered
confidential.

2.8.3 Disclosure of certificate revocation information

When a certificate is revoked, the reason is not considered confidential and MAY be shared with all
other users and relying parties. However, no other details concerning the revocation are normally
disclosed.

2.8.4 Release to law enforcement officials

CALG MUST NOT disclose confidential information to any third party, except when required by law
enforcement officials that exhibit regular warrant.

2.8.5 Release as part of civil discovery
No stipulation.

2.8.6 Disclosure upon owner's request
The CA SHALL release owners information if authorised by the subscriber.

2.8.7 Other information release circumstances
No stipulation.



2.9 Intellectual Property Rights

The use of the following documents for drafting this document is acknowledged:

 RFC 2527;

* RFC 3280;

« BalticGrid CA and CPS;

« Croatian SRCE Certification Authority, CP/CPS.

3. IDENTIFICATION AND AUTHENTICATION

3.1 Initial Registration

3.1.1 Types of names

Each entity in the PKI has a subject Distinguished Name (DN) structured according to X.501. When
represented in an ASN.1 formatted X.509 certificate, attributes values in this DN are encoded as

PrintableStrings except domain components (DC) that are encoded in 745Strings. Any name under this
CP/CPS starts with DC=LV, DC=latgrid.

1. In case of personal certificate:
Common Name MUST include the persons full name.
Organizational Unit MUST include the organization domain name.
2. In case of server certificate
Common Name MUST have one of the two following forms - include the "host/" prefix,
followed by the server DNS name (FQDN) or plain FQDN without any additional
prefixes or postfixes.
Organizational Unit MUST include the organization domain name.
3. In case of grid service certificate
Common Name MUST include the "servicename/" prefix, followed by the server DNS
name (FQDN)).
Organisational Unit MUST include the organization domain name.

3.1.2 Need for names to be meaningful

The Subject and Issuer names contained in a certificate MUST be meaningful in the sense that the
issuing CA has proper evidence of the existent association between these names and the entities to
which they belong.

For personal certificates, the Common Name attribute contains the legal name as presented in a
government issued photo-identification or driver’s licence.

If the legal name includes letters which are not present among letters present in PrintableString as
defined in RFC1778, then those letters MUST be substituted with PrintableString letters according to
following conversion table:

Non-PrintableString PrintableString
letters letters




A A
C C
F E
G G
I I
K K
L L
N N
R R
S S
U U
Vi Z

For server certificates, the CN DN attribute contains the fully qualified domain name of the server.

For service certificates, the CN MUST be related to the type of service the certificate is identifying.

3.1.3 Rules for interpreting various name forms
See Section 3.1.1 and Section 3.1.2.

3.1.4 Uniqueness of names

The Distinguished Name must be unique for each Subscriber certified by the CALG. If the name
presented by the Subscriber is not unique, the CA will ask the Subscriber to resubmit the request with
some variation to the common name to ensure uniqueness. In this policy two names are considered
identical if they differ only in case or punctuation or whitespace. In other words, case, punctuation and
whitespace must not be used to distinguish names. Certificates must apply to unique individuals or
resources.

Subscribers must not share certificates. The CALG will ensure that a DN is not reused. If a person
requests a certificate with the same DN as an existing certificate (regardless of the status of this
certificate) and the request is not a renewal or rekey, the RA Operator will consult the original Personal
Information to ensure that the Subscriber is the same as the person who was identified in the original
certificate. If this identity cannot be established, the DN will never be reused.




3.1.5 Name claim dispute resolution procedure
The person named in 1.4.2 will resolve any name claim dispute.

3.1.6 Recognition, authentication and role of trademarks

No stipulation.

3.1.7 Method to prove possession of private key

CALG verifies the possession of the private key relating to certificate requests at the time of identity
verification by RA, who compares the requestor's printed certificate request with the electronically

received request.

3.1.8 Authentication of organisation identity
CALG does not issue certificates to organisations.

The relation between the subscriber an the organization or organizational unit mentioned in the subject
name must be proved during the authentication process (face-to-face meeting), see section 3.1.9.

3.1.9 Authentication of individual identity

1. Person requesting a certificate:

A request sent to RA SHALL be considered authenticated when it is
cryptographically signed by requestor's valid certificate issued for the requestor by
the CALG or certification service provider accredited according to Electronic
Document Law of Latvia.

Otherwise, a user requesting a certificate prints out the Certification request and
writes his Name, Surname, telephone number, e-mail address and signature on the
printout for later comparison. The user MUST meet in person with the RA
representative and show the following documents: some form of identification
(passport or driver license); proof of affiliation with some academic institution and
the printed certificate. If the photo-id is valid, the photo image corresponds to the
bearer, and the certificate matches the electronically received request RA SHALL
consider the user correctly identified. RA records all identity authentication actions
(listed in section 4.6.1).

RA MUST take steps to ascertain that the organisation, which name is requested to
be the part of a subject name, consents to such use.

2. Server or service certificate:

Requests MUST be signed by the personal certificate of the corresponding system
administrator issued by CALG.

3. Person not requesting a certificate (revocation):

Individual identity may be authenticated by personal acquaintance with the RA staff;
By physical presence and proof of identity through a photo-id (passport or driver
license);

By consulting a public directory and verifying whether the person made the request.

RA SHALL send authenticated requests to the CALG. Any information exchanged
between the requestor, the RA and the CA shall be either signed by strong
cryptographic means, or shall be verified by out-of-band methods in a phone
conversation with firm positive identification by parties involved.

If authentication is not completed within seven days of receipt of the certificate request by the RA the



request will be deemed to have expired and any authentication of identity must then be preceded by a
new certificate request.

By obtaining certificate the person accepts conditions and agrees to adhere to the procedures described
in this document.

3.2 Routine Rekey

Expiration warnings will be issued to subscribers when rekey time arrives. Rekey before expiration can
be accomplished by sending a rekey request signed with the certificate before its expiration. However if
the certificate subject is a person (s)he must still provide to the RA a proof of relation with the
organizations mentioned in the certificate subject name. Although a proof of relation is required the
rekey process does not require the identity verification by the RA and therefore does not require the
physical presence of the subject. If the proof of relation is performed through paper documents they can
be sent to the RA by surface mail.

3.3 Rekey after Revocation

Rekey after revocation follows the same rules as an initial registration.

3.4 Revocation Request

A proper authentication method is required in order to accept revocation request. CALG MUST
examine a revocation request that is sent by a message digitally signed with a not expired and not
previously revoked user certificate issued under this policy. The same procedures adopted for the
authentication during initial registration are also considered suitable.

4. OPERATIONAL REQUIREMENTS
4.1 Certificate Application

The application for a CALG certificate is performed by:

1. Generating a key pair. The key pair generation must be performed by the requester;

2. Sending the certificate request to RA that is authorized to authenticate the request, if the e-mail is
not cryptographically signed by requestors valid certificate issued for the requestor by the CALG or
certification service provider accredited according to Electronic Document Law of Latvia., the
requestor MUST arrange a face to face meeting (see section 3.1.9).

The necessary provisions that MUST be followed in any certificate application request to the CALG
are:

The subject MUST be an acceptable end user entity, as defined by this Policy;

The request MUST obey the CALG distinguished name scheme;

The distinguished name MUST be unambiguous and unique;

The key MUST have at least 1024 bits.

b



4.2 Certificate Issuance
When the applicant submits the request, appropriate RA performs identity vetting as described in 3.1.9.

If the request is valid, RA sends a signed request and other required information (see section 2.1.2.) to
CA by e-mail.

CALG issues certificate if, and only if:
1. The authentication of the subject is successful according to 3.1.9.
2. The appropriate RA approves signs and sends the request to the CA.
3. The CA has verified the RA signature and the certificate request content.

After the certificate is issued it is published and can be accessed through the public repository search
engine. The CA also notifies the applicant and the RA.

The subject will be notified by e-mail about the certificate issuance or rejection. In the case of rejection
the e-mail will state the reason.

4.3 Certificate Acceptance

The certificate is assumed to be accepted unless its requester explicitly rejects it in an
authenticated communication with the CA.

4.4 Certificate Suspension and Revocation

4.4.1 Circumstances for revocation

A certificate will be revoked at the request of the authorized entity. It includes following situations:
The associated private key is known to be compromised or misused;

The associated private key is suspected to be compromised or misused;

The subscriber's information in the certificate has changed;

The subscriber is known to have violated his obligations;

The authenticated owner requested the certificate revocation;

The subject of the certificate has ceased his relation with the organization;

The system to which the certificate has been issued has been retired.
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4.4.2 Who can request revocation

A certificate revocation can be requested by the holder of the certificate to be revoked or by any other
entity presenting proof of knowledge of private key compromise or of the variation of the subscriber's
data.

4.4.3 Procedure for revocation request

In case where the CA can independently confirm that the certificate has been compromised or misused,
the CA SHALL revoke the certificate, even if the request to do so comes from an unauthenticated
source and/or the holder of the certificate is unreachable.

In all other cases the CA SHALL authenticate the revocation request and try to contact the subscriber
before revoking the certificate.

If the revoked certificate is the CA certificate then the CA SHALL in addition inform the subscribers



and cross-certifying CAs and it SHALL terminate the certificate and CRLs distribution service for
certificates/CRLs issued using the compromised private key.

4.4.4 Revocation request grace period

The CALG has a maximum response time of one day (excluding weekends and public holidays in
Latvia) for revocations; it will however handle revocation requests with priority as soon as the request
is recognised as such.

4.4.5 Circumstances for suspension
No stipulation.

4.4.6 Who can request suspension
No stipulation.

4.4.7 Procedure for suspension request
No stipulation.

4.4.8 Limits on suspension period
No stipulation.

4.4.9 CRL issuance frequency (if applicable)

CRLs issued by CALG are renewed whenever any certificate is revoked, and at least 7 days before
expiration of the previously issued CRL. The maximum CRL lifetime MUST be at most 30 days.

4.4.10 CRL checking requirements
Before use of a certificate, a relying party SHOULD validate it against a recently issued CRL.

4.4.11 On-line revocation/status checking availability
The on-line revocation/status checking service is not currently available.

4.4.12 On-line revocation checking requirements
No stipulation.

4.4.13 Other forms of revocation advertisements available
The subscriber is notified of the revocation of his certificate by email.

4.4.14 Checking requirements for other forms of revocation advertisements
No stipulation.

4.4.15 Special requirements re key compromise
No stipulation.

4.5 Security Audit Procedures

4.5.1 Types of event audited

1. Boot and shutdown of CA machine;
2. Interactive system logins and logouts;



Certification requests;
Revocation requests;
Issued certificates;
Issued CRLs.
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4.5.2 Frequency of processing log
Audit logs are processed on a weekly basis.

4.5.3 Retention period for audit log

Logs will be kept for a minimum of three years. After termination of CALG or a RA, the logs will be
kept for a minimum of three years by CALG’s host organization.

4.5.4 Protection of audit log

Audit logs may be consulted by:
1. CA personnel,
2. Authorised external auditors.

4.5.5 Audit log backup procedures

A backup of the audit logs MUST be performed on removable media at the time of audit log processing
(see 4.5.2). The minimal retention period of backup copies of the audit logs is defined in 4.5.3. The
backup media is kept in safe.

4.5.6 Audit collection system (internal vs external)

The audit collection system SHALL be running separately from the CA software in a secure
environment. The audit collection system is internal to CALG.

4.5.7 Notification to event-causing subject

Operations personnel notifies security administrator when a process or action causes a critical security
event or discrepancy.

4.5.8 Vulnerability assessments

A security risk assessment MUST be regularly repeated for CALG’s host organisation. This assessment
MUST cover the overarching risks and threats that may impact the PKI.

4.6 Records Archival
4.6.1 Types of events recorded

The CA records the following:
1 . Certificate requests;
2 . Approved certificate requests;
3 . Issued certificates;
4 . Revocation requests;
5 . Issued CRLs.

The RA records the following events:
1. Certificate requests;



2. Identity authentication actions
* The name and surname of the RA representative and date and time of the face to face
meeting
* Copy of all personal data documents mentioned in section 2.1.2.

The following software/hardware realted events are recorded:
1. System boots;
2. Login and logouts;
3. access attempts.

4.6.2 Retention period for archive

The minimum retention period is three years. After termination of CALG or a RA, the archive will be
kept for a minimum of three years by CALGs host organization.

4.6.3 Protection of archive
Records are backed up on removable media, which are stored in a room with restricted access.

4.6.4 Archive backup procedures
See section 4.6.3.

4.6.5 Requirements for time-stamping of records
No stipulation.

4.6.6 Archive collection system (internal or external)
The archive collection system is internal to the CALG.

4.6.7 Procedures to obtain and verify archive information
No stipulation.

4.7 Key changeover

CA's private signing key is changed periodically. To avoid interruption of validity of all subordinate
keys the new CA key is generated one year before the old one loses validity and, from that point
onwards, new certificates are signed with the new key. The new key is posted in the repository.

4.8 Compromise and Disaster Recovery

If the private key of the CALG is compromised or suspected to be compromised, the CALG will:
1. Inform subscribers, relevant relying parties, security contacts and all cross-certifying CAs,
2. Terminate the issuance and distribution of certificates and CRLs,

4.8.1 Computing resources, software, and/or data are corrupted

The private keys of the CALG are only available in encrypted form on media stored in a secure
location. The computer used to activate the private key is not accessible via any network. If the
computer and/or the media are lost, this will be handled as a major compromise that implies generating
a new key pair and terminating all services associated with the lost key pair.



If the hardware or software of the CA signing computer become corrupt, the status will be diagnosed
and suitably repaired. If there is any doubt about the extent of the damage involved, this will imply
rebuilding the machine from scratch, using original supplied parts and software distributions.

If data becomes corrupted, the cause will be diagnosed and the data restored from the latest backup.

4.8.2 Entity public key is revoked

See section 4.8.3.

4.8.3 Entity key is compromised

If an entitys private key is compromised or suspected to be compromised, the entity or its administrator
or responsible person MUST request revocation of the certificate and inform any relevant relying
parties.

4.8.4 Secure facility after a natural or other type of disaster

In case of (natural) disaster, the CALG administrator(s) will as soon as physically possible confirm that
all CA activation materials are at the intended locations. Depending on the situation, disaster recovery
will start.

4.9 CA Termination

Before the CALG terminates its services, the CALG shall:
1 . Make all reasonable efforts to inform subscribers, RAs and cross-certifying CAs;
2. Make knowledge of its termination widely available;
3. Cease issuing certificates and CRLs;
4. Destroy all copies of private keys.

Notifications will be sent prior the termination and as early as posible.

5. PHYSICAL, PROCEDURAL, AND PERSONNEL SECURITY
CONTROLS

5.1 Physical Controls

5.1.1 Site location and construction
The CALG is located at the IMCS UL office.

5.1.2 Physical access
Physical access to the CALG is restricted to authorized personnel of the IMCS UL.

CALG private key is not stored on the CA equipment but is kept locked in a safe equipped with
electronic lock. Lock codes are known only to CA administrators. Change of staff will imply a change
of all codes.



5.1.3 Power and air conditioning
The critical CALG equipment is connected to uninterrupted power supply units.

5.1.4 Water exposures

Due to the location of the CALG facilities floods are not expected. The CALG secure operating room is
reasonably waterproof, no water exposure is expected to occur.

5.1.5 Fire prevention and protection
The CALG secure operating room is provided with smoke detectors.

5.1.6 Media storage

1. The CALG key is kept in several removable storage media;
2. Backup copies of CA related information are kept in USB storage devices and on CDROMs.

5.1.7 Waste disposal

All CALG paper waste MUST be shredded. Electronic media MUST be physically/mechanically
destroyed before disposal.

5.1.8 Off-site backup

No off-site backups are currently performed.

5.2 Procedural Controls

5.2.1 Trusted roles

No stipulation.

5.2.2 Number of persons required per task

There are no requirements within the CALG to act within any role in the presence of more than one
person.

5.2.3 Identification and authentication for each role
No stipulation.

5.3 Personnel Controls

5.3.1 Background, qualifications, experience, and clearance requirements

The role of the CA requires a suitably trained person that is familiar with the importance of a PKI, and
who is technically and professionally competent. There are no background checks of clearance
procedures for trusted or other roles.

5.3.2 Background check procedures
No stipulation.

5.3.3 Training requirements
Internal training is given to CA and RA operators.



5.3.4 Retraining frequency and requirements
No stipulation.

5.3.5 Job rotation frequency and sequence
No stipulation.

5.3.6 Sanctions for unauthorized actions
No stipulation.

5.3.7 Contracting personnel requirements
No stipulation.

5.3.8 Documentation supplied to personnel
Copies of this document MUST be given to personnel of CA and RAs.

6. TECHNICAL SECURITY CONTROLS

6.1 Key Pair Generation and Installation

6.1.1 Key pair generation

Key pairs for the CALG are generated exclusively by authorized CALG personnel acting in the role of
CA.

End entities' key pairs are always generated by their application during the requesting process. They are
never generated or stored by the CALG.

6.1.2 Private key delivery to entity

CALG does not generate private keys hence does not deliver private keys-. End entities are required to
generate their own key pairs.

6.1.3 Public key delivery to certificate issuer

1. The entity MUST submit a certificate request with the public key according to the requirements
detailed in section 4.1.

2 . The entity MUST be authenticated according to the procedures described in 3.1.9 and 3.1.8.

3. The entity SHOULD submit a cryptographically signed certification request via e-mail to
ca@grid.lumii.lv or SHOULD deliver a certification request to the RA during face-to-face
meeting.

6.1.4 CA public key delivery to users
The CA's root certificate can be downloaded from CALG website.

6.1.5 Key sizes

The RSA key length for the CALG is 2048 bits. Keys submitted for certification MUST be at least
1024 bits.



6.1.6 Public key parameters generation
No stipulation.

6.1.7 Parameter quality checking

No stipulation.

6.1.8 Hardware/software key generation
No stipulation.

6.1.9 Key usage purposes (as per X.509 v3 key usage field)

Keys may be used for authentication, data encipherment, message integrity and session establishment.
Certificates and CRLs are signed by the CA private key.

6.2 Private Key Protection

6.2.1 Standards for cryptographic module

No stipulation.

6.2.2 Private key (n out of m) multi-person control
No stipulation.

6.2.3 Private key escrow
Private keys MUST NOT be escrowed.

6.2.4 Private key backup

The CALG private key is kept encrypted in multiple copies on USB storage devices and CDROMs
according to 5.1.2. The pass phrase is in a sealed envelope kept in a safe according to 5.1.2.

6.2.5 Private key archival

No stipulation.

6.2.6 Private key entry into cryptographic module

No stipulation.

6.2.7 Method of activating private key

Every activation of a CALG private key MUST require entering of pass phrase. Pass phrase MUST
meet conditions described in 6.4.

6.2.8 Method of deactivating private key

No stipulation.

6.2.9 Method of destroying private key

After termination of the CA and after the archival period for archives has expired, all media that
contain the private key of the CA will be securely and permanently destroyed, according to the best
current practice.



6.3 Other Aspects of Key Pair Management
The CALG private key has a validity of ten years.

6.4 Activation Data

6.4.1 Activation data generation and installation

All pass phrases used by the CA have a length of at least 15 characters, and are suitably strong
according to current best practice.

6.4.2 Activation data protection

All pass phrases are known to CALG administrators. Change of staff will imply change of pass
phrases.

6.4.3 Other aspects of activation data
No stipulation.

6.5 Computer Security Controls

6.5.1 Specific computer security technical requirements

The secure environment for CA operations are provided by bootable Knoppix Linux CDROM, which is
used for CA machines working environment. Unauthorised access to that Knoppix Linux CDROM and
USB storage devices are prohibited.

The CA machine is a computer with no network connection. Keys and necessary scripts are kept on
USB storage device, which is held in safe. Unauthorised physical access to CA machine or USB
storage device is prohibited.

Copy of keys is printed out and held also in a safe.

The systems used by the CA to hold on-line repositories are maintained at a high level of security by
applying all recommended and applicable security patches. The machine(s) are protected by a suitable
firewall.

6.5.2 Computer security rating
No stipulation.

6.6 Life Cycle Technical Controls

6.6.1 System development controls
No stipulation.

6.6.2 Security management controls

Software installed on the CA signing system is periodically checked for integrity by comparing strong
cryptographic message digests. Firmware and hardware are not explicitly checked for correct
operations.



6.6.3 Life cycle security ratings
No stipulation.

6.7 Network Security Controls

Certificates are issued on a machine that is not connected to any kind of network.
The public web interface equipment is protected by firewalls.

6.8 Cryptographic Module Engineering Controls

No stipulation.

7. CERTIFICATE AND CRL PROFILES

7.1 Certificate Profile

The certificates issued in accordance with this CPS SHOULD follow the RFC 2459 [3] and the PKIX
profiles.

7.1.1 Version number
X.509 v3.

7.1.2 Certificate extensions

The following extensions are set in root certificates:

1. X509v3 Basic Constraints: CRITICAL, CA:TRUE

2. X509v3 Subject Key Identifier

3. X509v3 Authority Key Identifier

4. X509v3 Key Usage: CRITICAL, Digital Signature, Certificate Sign, CRL Sign
5. X509v3 Subject Alternative Name: URIL:http://grid.lumii.lv/

6. X509v3 CRL Distribution Points: URI:http://grid.lumii.lv/uploads/calg-crl.der

The following extensions are set in user certificates:

1. X509v3 Basic Constraints: CRITICAL, CA:FALSE

2. X509v3 Key Usage: CRITICAL, Digital Signature, Key Encipherment, Data Encipherment
3. X509v3 Subject Key Identifier

4. X509v3 Authority Key Identifier

5. X509v3 Certificate Policies Identifier: 1.3.6.1.4.1.28446.1.1.7.0

6. X509v3 Issuer Alternative Name: URI:http://grid.lumii.lv/

7. X509v3 CRL Distribution Points: URI:http://grid.lumii.lv/uploads/calg-crl.der

The following extensions are set in host and service certificates:

1. X509v3 Basic Constraints: CRITICAL, CA:FALSE

2. X509v3 Key Usage: CRITICAL, Digital Signature, Key Encipherment, Data Encipherment
3. X509v3 Subject Key Identifier

4. X509v3 Authority Key Identifier

5. X509v3 Certificate Policies Identifier: 1.3.6.1.4.1.28446.1.1.7.0

6. X509v3 Issuer Alternative Name: URI:http://grid.lumii.lv/

7. X509v3 CRL Distribution Points: URI:http://grid.lumii.lv/uploads/calg-crl.der



8. X509v3 Subject Alternative Name: dnsName: FQDN of the host

7.1.3 Algorithm object identifiers

MD?5 signatures are not used in certificates.

7.1.4 Name forms

Issuer: DC=LV, DC=latgrid, CN=Certification Authority for Latvian Grid

Natural persons: DC=LV, DC=latgrid, OU=domain.zz, CN=Firstname Lastname
Hosts: DC=LV, DC= latgrid, OU=domain.zz, CN=host/fully.qualified.domain.name
Hosts: DC=LV, DC= latgrid, OU=domain.zz, CN=fully.qualified.domain.name
Services: DC=LV, DC= latgrid, OU=domain.zz,
CN=servicename/fully.qualified.domain.name

7.1.5 Name constraints
See section 3.1.2.

7.1.6 Certificate policy Object Identifier

See section 1.2.

7.1.7 Usage of Policy Constraints extension
No stipulation.

7.1.8 Policy qualifiers syntax and semantics
No stipulation.

7.1.9 Processing semantics for the critical certificate policy extension
No stipulation.

7.2 CRL Profile

7.2.1 Version number
X.509 vl1.

7.2.2. CRL and CRL entry extensions

Digest and signature algorithms used for CRLs are the same as for certificates (see 7.1.3).

8. SPECIFICATION ADMINISTRATION

8.1 Specification change procedures

The significance of the change is evaluated by the CALG. If the change is determined to influence the
trust procedures of relying parties and/or cooperating CAs, or influences the contents of the issued
certificates the CALG MUST assign a new OID to the modified CPS.



Minor editorial or typographical changes to the policy and CPS MAY be made without approval.
All changes MUST be communicated to the interested parties.

8.2 Publication and notification policies
The policy is available on http://grid.lumii.lv/uploads/CALGCPCPS.pdf

8.3 CPS approval procedures

No stipulation.
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