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Sis dokuments apraksta veiktos Latvijas Grid CA akreditacijas procesus
organizacijas pievienoSanai EuGridPMA, TACAR, ka arT nepiecieSamos
darbus Latvijas Grid CA dokumentu uzlabo3anai. Saja dokumenta tiek izklastiti
Projekta otra gada laika veiktie darbi, kas bija nepiecieSami Debian Linux
atklatas droSibas kludas operétajsistémas komplekta ieklaujamaja OpenSSL
pakotné novérsanai.
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1. IEVADS

Lai Latvijas Grid tikla lietotaju identitate un pieskirtas tiesibas tiktu parbauditas,
izmantojot TpaSus Grid sertifikatus, bija nepiecieSams turpinat projekta pirma gada aizsaktos
Latvijas Grid Sertifikacijas autoritates (turpmak teksta CA) veidoSanas procesus.

Saja dokumenta tiek aprakstita Latvijas Grid CA pirmaja gada iesakto akreditacijas
procesu nobeigSanas, jaunu saknes sertifikatu generéSanas, OpenSSL pakotnes Kkl|tdu
parvaréSanas un dokumentaciju izveides un papildindSanas gaita. Tiek attélota CA
administratoru darbibas atviegloSanai veidota procesu instrukcija, ka arT pirmo lietotaju
servera un servisa sertifikatu generéSana un parakstiSana.
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2. IEKLAUSANAS STARPTAUTISKAJ A VIDE

Lai jaunieviestas Latvijas Grid CA izsniegtie Grid lietoSanas sertifikati lautu zinatniekiem
izmantot un koplietot resursus, kas atrodas valsti, citur Eiropa vai pat pasaulg, tiem ir jak|ast
atpazistamiem un akcept&jamiem arT arpus Latvijas robezam.

Jau pirmaja projekta darbibas gada laika Sim jautajumam tika pievérsta liela uzmaniba,
tika noskaidrotas visas nepiecieSamas formalitates un institlcijas, kuru sadarbiba §1 mérka
sasniegSanai ir nepiecieSama (starptautiska uzticamibas tikla veidoSanas organizacija
EUGridPMA un Eiropas akadémisko organizaciju CA saknes sertifikatu izplatitajs TACAR).
Tika uzsakts Latvijas Grid CA akreditacijas process EUGridPMA.

Saja nodala tiek izklastiti Latvijas Grid CA veiktie akreditacijas un sadarbibas procesi ar
EUGridPMA organizaciju, ka art TACAR (Terena Academic CA Repository).

2.1. CALG AKREDIT ACIJA EUGRIDPMA

Lai Latvijas Grid lietotaji varétu izmantot arT citus Grid resursus, vispar pienemta prakse
Eiropa nosaka, ka konkrétajai Grid CA jaiziet akreditacijas process un jak|Gst par
EUGridPMA organizacijas biedru, ka art jaievieto savas saknes sertifikats TACAR sertifikatu
repozitorija.

Lai jauna CA tiktu akreditéta, tai javeic $adi soli:

1. japiesaka sava daliba akreditacijai, izsutot pieteikumu pa e-pastu PMA katedrai;

2. EUGridPMA sanaksmé klatbatné japrezenté savas valsts Grid iniciativa, vé€lme un
iespéjas izveidot un uzturét savu CA,;

3. jaizveido savas CA dokumentacija (CP/CPS);

klatbatné japrezenté izveidota dokumentacija un janodod ta EUGridPMA dalibnieku
recenzésanai;

5. kad EUGridPMA ir atzinis CA dokumnetaciju par korektu, tiek organizéta
akreditéSanas sanaksme, kura tiek nolemts par CA akreditaciju.

Pirmie soli Latvijas Grid CA akreditacijas uzsakSanai tika sperti 2007. gada maija, kad
Latvijas Grid CA parstave Baiba Ka3kina piedalijas EUGridPMA sanaksmé un iepazistinaja
citus dahbniekus ar Grid iniciativam Latvija, to mérkiem un eso3o situaciju. Pirma projekta
darbibas gada tika veikti art Grid CA dokument&cijas izveidoSanas darbi.

Turpinot jau iesaktos CA izveides darbus, projekta otrd gada laika tika veikti CA
dokumentacijas CP/CPS analizes un uzlaboSanas darbi. Lai uzsaktu akreditéSanas procesus
un nepiecieSamo dokumentaciju izveidotu péc iespejas precizak un atbilstosak EUGridPMA
kritérijiem, tika apmeklétas vairakas EUGridPMA sanaksmes.

e 12(-ta) EUGridPMA sanaksme Amsterdama (14.01.2008-16.01.2008);
e 13(-td) EUGridPMA sanaksme Kopenhagena (26.05.2008-28.05.2008).

12(-to) EUGridPMA sanaksmi apmekléja Baiba KaSkina un Dana Ludviga, taja tika
izklastitas paSreizéjas skaitloSanas Grid attistibas tendences valstl, ta potencialie lietotaji,
es0Sa situacija Latvijas Nacionalas izpétes un izglitibas tikla (NREN - National Research and
Education Network) SigmaNet attistiba un darbiba, ka art pieradita masu vélme un spé&jas
izveidot un uzturét pasiem savu Grid sertifikatu izsniegSanas autoritati (CA). Saja sanaksmé
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tika akceptéta Latvijas Grid CA akreditacijas uzsaksana, rezervéts laiks nakamas sanaksmes
prezentaciju kalendara izveidotas CA dokumentacijas prezentéSanai un analizei, ka art
pieskirti divi CP/CPS recenzenti — Dr. Jens G. Jensen no Apvienotas Karalistes CA un Hardi
Teder ka BalticGrid CA parstavis.

Lai nodotu galveno Latvijas Grid CA proceddras aprakstoSo dokumentu CP/CPS
recenzijai, tika veikti tas uzlabo3anas un papildinaSanas darbi. Dokumenta papildinaSanai
par paraugu tika nemti vairaku jau akreditétu CA CP/CPS. Tika uzlabotas un papildinatas
sekojoSas nodalas:

1. levaddala tika precizéti CA sastavdalu un lietotaju definéjumi.

2. Galveno noteikumu dala tika papildinati Latvijas Grid CA saistibas un atbildibas
apraksti, ka arT informacijas publicéSanas, konfidencialitates un vairaki audita
jautajumi.

3. Dala ,ldentifikacija un autentifikacija” tika precizéta sertifikatu atsaukSanas
pieprasijuma gadijumi, ka arT identitates parbaudes proceduras.

4. Operacionalo prasibu dala tika veikti vairaki labojumi, sertifikatu izsniegSanas,
atsauk3anas, ka arm auditéjamo raditaju kritérijos. Tika precizétas arm1 CA darbibas
beigSanas proceddras.

5. Fiziskas, proceddru un personigas droSibas kontroles dala tika precizéti fiziskas un
personigas droSibas pielietojamie méri, kas aizsarga CA.

6. Tehniska droSiba kontroles dala, tika papildinati privatas un publiskas atslegas
piegades procesi un paroles kritériji;

7. Papildinata un precizétas izsniegtas CRL versijas un X509 sertifikdtu izmantoSanas
iespéjas;
8. Peédejaja dala tika precizéti CP/CPS OID mainas nosacijumi.

Péc minéto izmainu veikSanas 2008 gada 18. janvart CP/CPS tika izsatits recenzentiem
recenzijai. Recenzijas rezultati tika izsGtiti Tsi pirms nakamas 13(-tas) EUGridPMA
sanaksmes (2008. gada 23. maija). Jauna péc recenzijas parveidota CP/CPS 3. versija
publiski pieejama Latvijas Grid portala - http:/grid.lumii.lv/section/show/38.

13(-to) EUGridPMA sanaksmi apmekléja CA administratore Dana Ludviga, prezenté&jot
galvenas CA CP/CPS atrunatas procedaras. Péc uzstaSanas EUGridPMA parstavji nolema
veikt atkartotu jaunas CP/CPS versijas recenziju un péc veiksmigas recenzijas jau norunat
Latvijas Grid CA akreditéSanas sanaksmi.

Lai tiktu ieveroti visi CA dokumenta CP/CPS atrunatie procesi, bija nepiecieSams ieviest
arT CA administratoru darbu uzskaites un §eneréto sertifikatu, pieprasijumu, CRL un citu
nozimigo datu rezerves kopiju veik3anas iespéjas. So raditaju uzskaites dé| tika izveidota
speciala audita klade, kura tiek piefiskéti katra administratora veiktie darbi ar Latvijas Grid
CA aparatiru (tadi ka sertifikata, CRL u.c. datu generéana). Sie dati kalpo arT atskaitei un
veikto procesu parraudzibai, ik péc pusgada dati tiek parveidoti elektroniskd forma un to
rezerves kopija uzglabata atseviska veltita zibatminas karté.
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2.2. CA AKREDIT ACIJA TACAR

Lai panaktu Latvijas Grid CA saknes sertifikata publiceSanu TACAR sertifikatu
repozitorija, nepiecieSams:

e jepazities ar TACAR akreditacijas politikas dokumentu (Policy of the TERENA
Academic CA Repository TACAR);

e izveidot un klatiené TERENA parstavim piegadat divas Registracijas un Akreditacijas
véstulu kopijas;

e piegadat CA parstavju PGP atslégas un jaunako CP/CPS versiju.

Registracijas véstule (Annex |: Template Letter of Registration) ir pamata TACAR
akreditacijas dokuments. Tas ir CA saknes sertifikata ieklauSanas sakuma punkts, kas satur
informaciju par CA, ta saknes sertifikatu, un politiku. Sis dokuments klatiené tika pasniegts
TERENA parstavim 2008. gada 10. janvari Amsterdama, Niderlandé, TERENA biroja.
Registracijas véstules sagatave apskatama pielikuma Nr.1.

Savukart Akreditacijas vestulé (Annex II: Template Letter of Accreditation) tiek atzimétas
visas CA akreditétas personas:

e administrativas kontaktpersonas (Administrative Contact Person );
e tie3a atbildiga persona (Direct responsible Person);

e CA administratori (CA Administrators).

Akreditacijas véstules sagatave apskatama pielikuma Nr.2.

Péec veiksmigas dokumentu iesniegSanas un savstarpé€jas informaciju apmainas 51 gada
11. marta Latvijas Grid CA saknes sertifikats tika publicets TACAR sertifikatu repozitorija.
Repozitorijs publiskai apskatei pieejams saita — https://www.tacar.org/repos/ .
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3. TEHNISKAIS RISINAJUMS

Latvijas Grid projekta 2. gada nacas saskarties ar vairakam tehniskam problémam,
visbitiskakas no tdm - jauna Latvijas Grid CA saknes sertifikata generé3ana, jo ieprieks
generétais sertifikats izradijas kriptografiski vajs izmantotas programmatiras iek3€jas klidas
dél, ka arT OpenSSL CA konfiguracijas faila atriblGtu aktualizéSana atbilstoSi EuGridPMA
prasibam, lai izsniegtie sertifikati bGtu atzistami par derigiem un lietojamiem.

3.1. LATVIJAS GRID CA SAKNES SERTIFIK ATA PARGENERESANA

Sakotnéjais Latvijas Grid CA saknes sertifikats tika generéts, izmantojot Knoppix LiveCD
operétajsistémas distributivu ar tam [idzi nakoSo OpenSSL programmatdru, kas paredzéta
CA sertifikata generéSanai un lietotaju sertifikatu parakstiSanai. Katru reizi CA dators tika
darbinats, izmantojot 3is operétajsistemas LiveCD kompaktdisku. Knoppix operétajsistemas
distributivs ir bazéts uz Debian Linux.

2008. gada 13. maija Debian Linux operétajsistémas droSibas komanda naca klaja ar
pazinojumu, ka atklata kritiska droSibas k|Uda operétajsistemas komplekta ieklaujamajai
OpenSSL pakotnei, kuru 31 distributiva vajadzibam bija modificéjusi Debian Linux izstradataji
(Debian Security Advisory DSA-1571-1 , http://www.debian.org/security/). Kludas rezultata
visi Debian OpenSSL generétie privatas un publiskas atslégas pari bija kriptografiski vaji
(viegli paredzami). Nemot véra to, ka Knoppix ir balstits uz Debian Linux, tad arT Latvijas Grid
CA atslegu un sertifikdta generéSana izmantotais Knoppix LiveCD saturéja kladaino
OpenSSL versiju, un Latvijas Grid CA privatas un publiskas atslegas paris vairs nebija
uzskatams par kriptografiski droSu un izmantojamu. Apstiprindjums par Latvijas Grid CA
atsleégas un sertifikata vajumu tika arf sanemts no neatkariga EuGridPMA parstavja, Reimer
Karlsen-Masur no DFN-CERT Services GmbH:

—————————— Forwar ded nessage ----------
Date: Mon, 09 Jun 2008 10:47:50 +0200
From "Reinmer Karlsen-Masur, DFN-CERT" <karl sen-masur @fn-cert. de>
To: bai ba@atnet.lv, dana.l udvi ga@i gnanet.|v
Cc: guntis@atnet.lv, ca@rid.lumi.lv, katrina@atnet.|v,
edgars. znots@unii.lv, David G oep <davi dg@i khef.nl >
Subj ect: [ CVE-2008-0166] | nportant Debian OpenSSL vul nerability

H Bai ba, hi Dana,

I was running the "[CVE-2008-0166] | nportant Debian OpenSSL
vul nerability" check with the published tools on your LatGid CA
certificate (as published on your website and on TACAR) and found that the
tools report it as affected. So the CA key seens to be generated with a
CVE- 2008- 0166 affected Debi an openssl with a weak random generator. The
positive result of the test of your CA certificate was reconfirnmed froma
| ocal coll eague and David Groep running their tests independently. Anyway
its key seenms to be conpromn sed.
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subj ect= / DC=LV/ DC=l atgri d/ CN=Certification Authority for Latvian Gid
seri al =CB6EC9C522B8A3D7
i ssuer= / DC=LV/ DC=l atgri d/ CN=Certification Authority for Latvian Gid

<http://grid.lumi.lv/ca-cert.txt>
<http://grid.lumi.lv/ca-cert.penr

Latvian Gid CA provide PKI services for grid initiatives in Latvia.
http://grid.lumi.lv/section/show 37

ca-cert:
MD5= DC:. E5: 0B: 47: D1: C9: 49: 96: DO: OF: 8C: F2: 34: E4: BB: 80
SHA1=6B: 4D: BF: F4: 1F: AB: 08: 24: CC: 80: 56: 5C. A8: 35:88:9D: C7:57: 77: FD

You should take inmediate action to get that CA certificate repl aced
with a new one. Before generating the new key, nake sure you updated the
openssl programm and test the result again against the public
Debi an/ openssl - bl ackl i st s.

You al so want to nake sure that all infrastructure that already rely on
the bad CA certificate/key is being secured with new certificates. And
services that inplenent TLS client authentication with this CA certificate
shoul d be taken care of as well

Since your affected CA certificate is already published on TACAR you
nmust nake sure that it vanishes fromthere as well. If you resubmit a new
repl acenent CA certificate to TACAR pl ease make sure that is only listed
under | GTF C assic once your |GIF accreditation is officially assigned.

Ki nd Regards

Rei mer Karl sen- Masur
Dipl.-Inform Reinmer Karlsen-Masur (PKI Team), Phone +49 40 808077-615
DFN- CERT Services GrbH, https://ww. df n-cert. de, Phone +49 40 808077-580

Sitz / Register: Hanburg, AG Hanburg, HRB 88805, Ust-I1dNr.:DE
232129737

Sachsenstr. 5, 20097 Hambur g/ Ger many, CEG Dr. Kl aus-Peter
Kossakowski

Balstoties uz iek3&ji veiktu parbaudi un apstiprindjumu no aréja eksperta, bija
nepiecieSams atsaukt esoso Latvijas Grid CA sertifikatu, izlemt par cita distributiva LiveCD
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kompaktdiska lietoSanu, kuram nebdtu Sis OpenSSL pakotnes klidas, ka arT no jauna
izveidot Latvijas Grid CA privatas un publiskas atslégas pari un sertifikatu.

Sakotngji tika veikta Latvijas Grid CA sertifikata atsaukSana no TACAR CA sertifikatu
repozitorija - www.tacar.org. Péc tam, kad klGdainais sertifikats tika atsaukts no TACAR, tika
uzsakti jauna atslégu para un sertifikata generéSanas sagatavoSanas darbi.

Pirms pargenerét Latvijas Grid CA atslégu pari un sertifikatu, bija nepiecieSama izpéte
par citu, droSu operétajsistémas distributivu un LiveCD kompaktdisku. Jaunais LiveCD
distributivs nedrikstéja saturét kludaino OpenSSL pakotni (pakotnes versiju noteikta
diapazona), pretéja gadijuma art no jauna nogenerétais atslégu paris un sertifikats batu
kladains (kriptografiski vajs). Veicot izpéti par esoSajiem pieejamajiem LiveCD distributiviem,
tika konstatéts, ka viens no retajiem LiveCD distributiviem, kur$ ieklauj OpenSSL pakotni un
nav balstits uz Debian Linux, ir CentOS Linux distributivs. Tika pienemts lemums izmantot
CentOS distributiva LiveCD kompaktdisku (CentOS 5.1 i386), un 11.janija tika nogeneréts
jauns Latvijas Grid CA privatas, publiskas atslégas paris un sertifikats. Nogenerétais atslégu
paris un sertifikats tika parbaudits, un tika secinats, ka nesatur Debian OpenSSL
kriptografisko vajibu, ldz ar to derigs sertifikatu parakstiSanai.

Péc jaunas Latvijas Grid CA saknes sertifikata generéSanas tika veikti visi
nepiecieSamie darbi lai Sis sertifikats tiktu publicéts TACAR repozitorija. Taja pat diena 11.
janija jaunais sertifikats un ta dati tika parsatiti TERENA parstavei Licia Florio.

3.2. LATVIJAS GRID CA TEHNISKO PROCED URU KONSULTACIJA

Péc Latvijas Grid CA jauna sertifikata §eneréSanas tika izlemts uzaicinat kadu
EuGridPMA parstavi vai citas zem EuGridPMA ietilpstoSas CA parstavi, kur$ varétu ierasties
un neformali izvértét esosas Latvijas Grid CA tehniskas proceddras un veiktos pasakumus
veca sertifikata anuléSanai un jauna sertifikata generéSanai. Tika pieaicinats Hardi Teder,
BalticGrid CA tehniskais specialists no “EENet”, Tartu, Igaunija ka viens no EuGridPMA
akreditétajiem CA parvaldniekiem (menedZeriem). Vins 2008. gada 3. jdlija ieradas LU Mll,
SigmaNeta, lai veiktu neformalu proceddru un pasakumu izvértéSanu, kad ari sniegtu
konsultacijas par CA darbibas labo praksi.

Vizites laika tika veikts izklasts par Latvijas Grid CA tapSanu, Kk|idaina sertifikata
atcelSanu un procedidram, kuras tika veiktas, lai no jauna nogenerétu droSu atslégu pari un
sertifikatu. Tika arT apskatita telpa, kura notiek Latvijas Grid CA sertifikatu izsniegSana un
tika demonstréts CA vajadzibam izmantotais bezdisku (“diskless”) serveris ar CentOS
LiveCD operétajsistemu. Tika arT izklastitas iepriekSéjas tehniskas proceddras, pirms tika
atklata vajiba vecaja Latvijas Grid CA sertifikdta. Péc atbilstoSo telpu, aparatdras un
proceddru apskates EuGridPMA akreditétais CA parvaldnieks un BalticGrid CA tehniskais
specialists Hardi Teder atzina, ka pienemtie lemumi saistiba ar veca Latvijas Grid CA
sertifikata atcelSanu un visas turpmakas darbibas jauna atslégu para un sertifikata izveidei
esot bijusas pardomatas un korektas, un pasreizéjas Latvijas Grid CA tehniskas proceddras

atbilst labajai praksei.
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3.3. LATVIJAS GRID CA SERTIFIK ATU IZSNIEGSANA

3.3.1. OpenSSL konfigur acijas aktualiz @Sana

Péc jauna Latvijas Grid CA sertifikata izveides bija iespéjams uzsakt lietotaju un servisu
sertifikatu izsniegSanu. TaCu pirms tam bija nepiecieSams aktualizét vairakus OpenSSL
programmatdras konfiguracijas parametrus, jo Latvijas Grid CA akreditacijas perioda niansés
mainijusies laba prakse attieciba uz vairakiem X.509 PKI atribdtiem, kas tiek pievienoti
izsniegtajos sertifikatos. Saja nodala tiek aprakstitas izmainas OpenSSL konfiguracija un
izmainitie, jaunpievienotie vai dzéstie atribGti. Zemak pievienots jaunais openssl.cnf
konfiguracijas fails, kuru izmanto OpenSSL programmatudra darba ar sertifikatiem.

Openssl.cnf:

HOVE = .

RANDFI LE = $ENV: : HOWE . r nd
[ ca]

default_ca = CA default

[ CA default ]

dir = .

certs = $dir/certs

new certs_dir = $dir/newcerts

crl _dir = $dir/crl

dat abase = $di r/index

certificate = $dir/ca-cert.pem

seri al = $dir/serial

crl = $dir/ca-crl.pem
private_key = $dir/private/ca-key. pem
RANDFI LE = $dir/private/.rand

x509_ext ensions = usr_cert

# Coment out the following two lines for the "traditional"
# (and highly broken) format.
nane_opt = ca_default
cert_opt = ca_default

default_crl _days= 30

defaul t _days = 365

default _nd = shal

preserve = no

policy = pol i cy_anyt hing
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[ policy_anything ]
count r yNane

st at eOr Pr ovi nceNane

| ocal i t yNane

or gani zat i onName

or gani zat i onal Uni t Nane
commonNane

enai | Addr ess

[ req]
default_bits
default _keyfile
default _nd

pr onpt

di sti ngui shed_nane

x509_ext ensi ons

string_mask = nonbstr

v3_ca

opti onal
opti onal
opti onal
opti onal
opti onal
suppl i ed

opti onal

2048

./ privatel/ca-key. pem
shal

no

root _ca_di stingui shed_nane

[ root _ca_distingui shed_nane ]

0. dormai nConponent

1. domai nConponent

commonNane =

[ usr_cert ]

subj ect Keyl denti fi

LV

latgrid
Certification Authority for Latvian Gid

er =hash

aut hori tyKeyl denti fi er=keyi d, i ssuer: al ways
basi cConstrai nts=critical, CA: FALSE

keyUsage = critical,

i ssuer Al t Nane

criDistributionPoints

certificatePolicies

#subj ect Al t Nanme

[al t _nanes]

di gi tal Si gnature,

keyEnci pher ment, dat aEnci pher ment

URI:http://grid.lumi.lv/
URI:http://grid.lumi.lv/uploads/cal g-crl.pem

1.3.6.1.4.1.28446.1.1.3.0

= @l t_nanes
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DNS. 1 = host. domain. zz

[ v3_req ]
basi cConstrai nts = CA: FALSE

keyUsage = nonRepudi ati on, digital Signature, keyEnci phernent

[ v3_ca ]

subj ect Keyl denti fi er =hash

aut hori tyKeyl denti fi er =keyi d: al ways, i ssuer: al ways

basi cConstraints = critical, CA: true

keyUsage = critical,digital Signature, keyCertSign, cRLSign

subj ect Al t Name=URI : http://grid. lumi.lv/
criDistributionPoints=URI:http://grid.lumi.lv/calg-crl.pem

[ crl_ext ]
# i ssuer Al t Nane=i ssuer: copy

aut hori tyKeyl denti fi er =keyi d: al ways, i ssuer: al ways

Redzamaja konfiguracijas faila atziméti izmainitie vai jaunpievienotie X.509 PKI atribati:

e keyUsage - atbilstoSi EuGridPMA jaunajam vadlinijam, jaunaja Latvijas Grid CA
versija vairs nesatur “nonRepudiation” lietojumu, bet tikai “digitalSignature”,
“keyEncipherment”, “dataEncipherment”, kuri attiecigi pieskir sertifikata Tpasniekam
(lietotajam vai servisam/serverim) tiesibas lietot savu sertifikatu digitalajam
parakstam, Sifrétai datu apmainai un datu SifréSanai.

e issuerAltName - aizstaj novecojuso nsBaseUrl atribttu
e criDistributionPoints - aizstaj novecojusos nsCaRevocationUrl un nsRevocationUrl

e certificatePolicies - atbilstoSi EuGridPMA vadlinijam, satur atsauci uz konkréto
CP/CPS dokumentu, atbilstosi kuram konkrétais parakstitais sertifikats izsniegts

® subjectAltName = @alt_names
[alt_names]
DNS.1 = host.domain.zz - atbilstoSi EuGridPMA vadIlinijam,

servisa/servera sertifikata gadijuma satur servera pilno DNS doménu (FQDN)

AtbilstoSi jaunajam EuGridPMA vadlintjam Grid CA izveidé, no konfiguracijas faila tika
iznemti sekojosi atribQti, kas tiek uzskatiti par novecojuSiem vai neieteicamiem:
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nsCaRevocationUrl = http://grid.lumii.lv/ca-crl.pem
nsBaseUrl = http://grid.lumii.lv/

nsRevocationUrl = http://grid.lumii.lv/calg-crl.pem

3.3.2. Latvijas Grid CA administr &3anas instrukciju izveide

Lai padaritu Latvijas Grid CA administratoru darbu efektivaku, un nodroSinatu
viendabigumu starp individualu CA administratoru lietotajam komandam, tika izveidota
dokumentacija Latvijas Grid CA administréSanai. Taja ietilpst biezak lietotas komandas
sertifikatu atcelSanai, parakstiSanai, sertifikatu atsaukumsarakstu (CRL - Certificate
Revocation List) veidoSanai, ka art citas svarigas CA administréSanas komandas. Zemak
pievienots galvenais Latvijas Grid CA administréSanas celvedis.

Latvijas Grid CA sertifik atu administr @Sanas un izsniegSanas komandas

Lai raditu CRL priek$ CA, vispirms jarada 'index’ fails. Sakotnéji tas bds tikai tukss fails,

......

tekstveida datubaze. T4 ka Sis index fails nav digitali parakstits, lai publicétu atsauktos
sertifikatus, ir nepiecieSams to digitali parakst#, izveidojot 37 faila PEM un DER formatus.

Pirms darba p arliecin aties, vai eksist é visi 'openssl.cnf' fail & nor admtie darba faili
un direktorijas.

1) Generét jaunu CA
openssl req -config openssl.cnf -new -x509 -out cacert.pem -days 365

2) Nomain it CA atsl égas paroli
openssl rsa -in <atslega.pem> -des3 -out <atslega.pem.new>

3) Atcelt eksist éjoSu sertifik atu
openssl ca -config openssl.cnf -revoke <sertifkats.pem>

4) Generét CRL
openssl ca -config openssl.cnf -gencrl

5) Generét CRL ar ilg aku der iguma termi nu
openssl ca -config openssl.cnf -gencrl -crldays <dienas>

6) Konvert ét CRL no PEM form ata uz DER form atu
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openssl crl -inform PEM -outform DER -in <crl.pem> -out <crl.der>

7) Parakst it sertifik ata piepras fjumu, izveidojot sertifik ~ atu
openssl ca -config openssl.cnf -policy policy_anything -infiles <sert_piepras.pem>

8) Apskat it eksist gjosu sertifik atu
openssl x509 -in <sertifikats.pem> -text

9) Uztais it CA vai sertifik ata fingerprint
openssl x509 -noout -fingerprint -in <sertifikats.pem>

10) Parbaud 1t ats atita parakst ita servera/servisa sertifik ata piepras jumu

openssl smime -verify -in signed_reqg.smime -signer usercert.pem -CAfile cacert.pem -
out cert_request.pem

11) Parakst it servera/servisa sertifik ata piepras fjumu ar eksist éjosu lietot aja
sertifik atu

openssl smime -sign -in request.pem -out sign_req.smime -signer cert.pem -inkey
userkey.pem

3.3.3. Latvijas Grid CA izsniegtie sertifik  ati

Péc Latvijas Grid CA saknes sertifikata pargeneréSanas, tehnisko procediru
parskatiSanas, aréja eksperta konsultacijam un OpenSSL konfiguracijas aktualizéSanas
pabeigSanas bija iespéjams uzsakt Latvijas Grid CA lietotdju un servisu/serveru sertifikatu
izsniegSanu atbilstoSi CP/CPS dokumenta proceddram. Sakotnéji tika parakstits pirmais
lietotaja sertifikats. Péc pirma lietotdja sertifikata izsniegSanas tika izveidoti parakstiti
sertifikata pieprasijumi serveru un servisu sertifikatu izsniegSanai - atbilstodi CP/CPS
dokumentam, lietotaja sertifikdta pieprasijuma akceptéSanai nepiecieSama lietotaja
autentificeSana ar personu apliecinoSiem dokumentiem, savukart servera vai servisa
sertifikata pieprasijumu akceptéSanai nepiecieSams, lai tos pirms tam ar savu lietotaja
sertifikatu paraksta konkréto serveru vai servisu administrators. Pé&c paraugsertifikatu
izsniegSanas tika atkartoti parbaudits, vai izsniegtie paraugsertifikati satur visus
nepiecieSamos X.509 PKI atribGtus, ka arT nesatur citus nevajadzigus vai nekorektus
atribGtus. Parbaudé konstatéts, ka visi izsniegtie paraugsertifikati ir korekti un turpmak
lietojami, IIdz ar to iespéjams uzsakt pilnvertigu Latvijas Grid CA darbibu un izsniegt
turpmakos sertifikatus. Pielikumos ir pievienotas izdrukas no paraugsertifikatiem.

e Lietotaja sertifikata pieprasijums un izsniegtais sertifikats (skatit pielikumu Nr.3 un
Nr.4);

e Servera sertifikata pieprasijums un izsniegtais sertifikats (skatit pielikumu Nr.5 un
Nr.6);

e Servisa sertifikata pieprasijums un izsniegtais sertifikats (skatit pielikumu Nr.7 un
Nr.8).
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4. SECINAJUMI UN CA TURPMAKA ATTISTIBA

Nemot véra |oti operativu OpenSSL ievainojamibas seku parvaréSanu un atzito precizo
darbibu, var uzskatit, ka Latvijas Grid CA ir izveidota ka operativa, madsdieniga, droSa un
kompetenta CA, kas balstita uz parbauditam tehnologijam un jau driz akreditétu politikas
dokumentu (CP/CPS). CA ir jau izsniegusi vairakus Grid lietotaja, servera un servisa
sertifikatus, kas paslaik vél lietojami tikai Latvijas Grid tikla, tacu tuva nakotné art visa
Eiropas Grid tikla (EGEE - Enabling Grids for E-sciencE).

Turpmak ir ieplanots modernizét pasreiz€jo Latvijas Grid CA lietotaja puses tieSsaistes
saskarsmi, ar iespéju droSi meklét, atcelt, ieladét un parbaudit sava lietotaja, servera vai
servisa sertifikata stavokli. Tuvaka nakotné ir art gaidama EUGridPMA recenzijas rezultatu
un akreditacijas sanemsana. Péc akreditacijas ieguSanas tiks veikti Latvijas Grid sertifikatu
popularizéSanas pasakumi studentu un akadémisko darbinieku vida.
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5. PIELIKUMI

5.1 PIELIKUMS NR.1 - ANNEX I: TEMPLATE LETTER OF RE GISTRATION

This document is the core of the TACAR procedures. It is the starting point for the
inclusion of a CA into the repository. For the firs t time, it must be delivered, validated, and
signed by representatives of both parties (TERENA a nd the applicant) during a face-to-face
meeting. Subsequent updates can be made electronica lly, as described by the TACAR in the
policy.

If this document is accepted by TERENA, all formerl vy released Letters Of Registration
issued by the applying CA are invalid.

If no accredited PGP key is used to sign the electr  onic versions of this and attached
documents the printed paper versions of these docum ents are the relevant versions. In this
case paper versions signed by an accredited signatu re of all related documents must be
provided.

Once the initial Letter Of Registration is accepted by TERENA, updates can be
send to TERENA via PGP signed e-mail or postal malil as long as the updated
document is signed by any currently accredited pers on for the applying CA. TERENA
will verify the signatures against the last receive d and accepted Letter Of
Accreditation. TERENA will return signed copy of the received docu ment.

Note: For TERENA's convenience a copy of this as word-processor source and PDF file
should be provided on the CD-ROM and if accredited PGP keys are available a detached
PGP signature should be placed on the CD-ROM as well.

Letter of Registration
The following institutional organisations, companies and persons hereby announce the following

[updated] information to the TERENA Academic CA Repository by way of [electronically signed email |
personal meeting with the TERENA Officer]:

Authorisation Information

a. TACAR Representative

TACAR representative can be either a TERENA Officer or one of the Trusted Introducer.

TACAR website: http://www.tacar.org

a.1 TERENA Officer Details

Name

Licia Florio
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Affiliation
TERENA
PGP key fingerprint : CAEF BC37 9EOF 8A21 9B92 D473 1800 4F4A 2777 07CC

TERENA Address : Singel 468 D, 1017 AW Amsterdam
Phone number : +31 20 530 44 88

Fax number : +31 20 530 44 99

TERENA website : http://www.terena.nl

a.2 Trusted Introducer Details

Name: Baiba Kaskina

Affiliation: SigmaNet, IMCS UL

PGP key fingerprint: 4FD9 B1C9 494D 593C 4D06 6162 1336 98EC 99CC 83D3

b. CA Representative
Name
Dana Ludviga

Researcher and LatGrid CA administrator

Affiliation
LatGrid CA

Meeting Location and Date
Name
TNC PC 2008 meeting
Date
10 January 2008
Location
Amsterdam, the Netherlands, TERENA office

Organisation and Applying CA

Organisation Name

(The name of the organisation the CA belongs to or is managed by)
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Institute of Mathematics and Computer Science, University of Latvia

Applying CA
(Legal name of the CA)
LatGrid CA

Name CA is known under
LatGrid CA

Address

SigmaNet

Matematikas un Informatikas instituts
Raina bulvaris 29

Riga, LV-1459

Latvia

Phone / Fax
Phone: <+37167211241>
Fax: <+37167225072>

Website
http://grid.lumii.lv/section/show/37

E-Mail Address
<ca@agrid.lumii.lv>

Administrative Contact Person(s) (within the CA)
<Dana Ludviga, CA administrator>
<Edgars Znots, CA administrator>

<Solvita Rovite, CA administrator>

Registered Root Certificates

The following list of certificates is a complete list of all X.509 root certificates belonging
to the named applying CA that are presented in the TERENA Academic CA Repository. If
this document is updated all certificates that are going to be listed in the root cert store have
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to be listed in the sections below. [To add more than one root certificate duplicate the
complete following section and change as needed.]

Root Certificate 1 — < Certification Authority for Latvian Grid >

Certificate Download Points
List of URLs to download certificate and related information.
Type: <X.509v3>
=7 <@ Mime-Type:
http://grid.lumii.lv/ca-cert.pem

1.0verview page for this certificate (optional)

http://grid.lumii.lv/ca-cert.txt

Subject (DN)

(add/remove components as needed)
C=LVv

L=Riga

O=grid.lumii.lv

CN= Certification Authority for Latvian Grid

Email=ca@grid.lumii.lv

Validity

(e.g. date and time, timezone)

Valid not before: Apr 11 19:49:41 2007 GVIT
Valid not after: Apr 11 19:49:41 2017 GMI

Fingerprint
SHA-1: 0531468567756ef445b284052d021b68¢c132850b
MD5: 2211bdb91fbf9705b9f18616958e2db5

Key Type
(e.g. RSA)
RSA
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Key Size
(e.g. 1024 bit, 2048 bit)
2048 bit

CRL Distribution Points (optional)
CRL download URL:

B@Mime-Type: <application/pkix-crl>
http://grid.lumi.lv/calg-crl.pem

2.0verview page

isn't available

Policy (CP)

Certification Authority for Latvian Grid. Certificate Policy and Certification Practice
Statement.

Document OID: 1.3.6.1.4.1.28446.1.1.2.0

URL (HTML)
Ohttp://grid.lumii.lv/section/show/38

URL (PDF)
®http://grid.lumii.lv/section/show/38
o

Fingerprint (of PDF)
O SHA-1:
® MD5:
(]
Certification Practice Statement (CPS)

Certification Authority for Latvian Grid. Certificate Policy and Certification Practice
Statement.

Document OID: 1.3.6.1.4.1.28446.1.1.2.0

URL (HTML)
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® http://grid.lumii.lv/section/show/38

URL (PDF)
® http://grid.lumii.lv/section/show/38

Fingerprint (of PDF)
® SHA-1:
® MD5:

Final Statement

The information given above is correct and in conformance with the latest TERENA
Academic CA Repository policy as of today. The representative of the applying CA is an
accredited staff member as of the latest Letter of Accreditation issued by the applying CA.

The following items are attached to this document:
(all electronic versions of the documents are provided for TERENAS convenience)
1.1 CD-ROM medium with the following documents / files regarding this letter:

I~ <@Root Certificate 1. At least one of the following formats (and the cspanding
dettached signature) shall be included, althougbluding all of them is strongly
recommended.

=7 <@Mca-cert.pem X.509 certificate file (PEM format)

B«@Mca-cert.pem.sig detached PGP signature for ca-cert.pem (if PGP keys are provided)
E«@policy.pdf policy (CP)

Q@policy.pdf.sig detached PGP signature for policy.pdf.sig (optional)

B<@cps.pdf certification practice statement (CPS) (if available)

Z<@Mcps.pdf.sig detached PGP signature for cps.pdf.sig (optional)

OLetter-Of-Registration.doc

OLetter-Of-Registration.doc.sig detached PGP signature of Letter-Of-Registration.sxw (optional)
OLetter-Of-Registration.pdf (optional, recommended)

OLetter-Of-Registration.pdf.sig detached PGP signature of Letter-Of-Registration.pdf (optional)

For the applying CA:

Location:
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Date:
Signatures:

<Baiba Kaskina CA Representative>

Applying CA Organisational crest:

For TERENA:

I, the TACAR representative checked the identity documents of the bearer of this letter,
<Firstname Lastname>, the applying CA's representative. The identity documents and
signature matches the ones stated in the most current Letter Of Accreditation.

Location:

Date:

Trusted Introducer Signature: TERENA
Officer Signature:

<Baina Kaskina> <Firstname Lastname>

TERENA Organizational crest:
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5.2 PIELIKUMS NR2. - ANNEX II: TEMPLATE LETTER OF A CCREDITATION

This document names the complete list of accredited persons for the applying CA.
No other or formerly accredited person if not named in the this Letter Of Accreditation
shall be accredited any longer for the applying CA.

If this document is accepted by TERENA, all formerl vy released Letters Of Registration
issued by the applying CA are invalid.

If no accredited PGP key is used to sign the electr  onic versions of this and attached
documents the printed paper versions of these docum ents are the relevant versions. In this
case paper versions signed by an accredited signatu re of all related documents must be
provided.

Once the initial Letter Of Accreditation is accepted by TERENA, updates of CA
administrators must be send to TERENA via postal ma il. The updated document shall
be signed by any currently accredited person for th e applying CA. TERENA will return
signed copy of the received document.

Note: For TERENA's convenience a copy of this letter as word-processor source and
PDF file should be provided on a CD-ROM and if accredited PGP keys are available a
detached PGP signature should be placed on the CD-ROM as well.

Letter of Accreditation

The following institutional organisations, companies and persons are hereby accredited to the
TERENA root certificate collection schema. The applying party is completely responsible for the
accuracy of this information and for maintaining and updating this record with the responsible
TERENA officer. The applying party is especially responsible to add or remove people from the list of
accredited people in regards to the applying CA. If the applying party fails to these mandatory
procedures, TERENA or TERENA's officer shall not be responsible for any loss, damage or costs
arising through this fact in any case to any individual or organisation.

Organisation and Applying CA

Organisation

Institute of Mathematics and Computer Science, University of Latvia (IMCS UL)
Name

SigmaNet, IMCS UL

Address

SigmaNet

Matematikas un Informatikas instituts

Raina bulvaris 29
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EmERAF

Riga, LV-1459
Latvia
Phone / Fax
Phone: <+37167211241>
Fax: <+37167225072>
Website

<http://www.sigmanet.lv/>

Administrative Contact Person
(in e.g. the NREN)
Baiba Kaskina

Acting General Manager of SigmaNet

Applying CA
LatGrid CA

Name
LatGrid CA

Address

SigmaNet

Matematikas un Informatikas instituts
Raina bulvaris 29

Riga, LV-1459

Latvia

Phone / Fax
Phone: <+37167211241>
Fax: <+37167225072>

Website
http://grid.lumii.lv/section/show/37

E-Mail Address
<ca@Ilumii.lv>
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EmERAF

Administrative Contact Person(s)  (within the CA)

Dana Ludviga, CA administrator

Applying CA Host-Organisation
(The host organization of the applicant CA)
Name
SigmaNet, IMCS UL
Address
SigmaNet
Matematikas un Informatikas instituts
Raina bulvaris 29
Riga, LV-1459
Latvia
Phone / Fax
Phone: <+37167211241>
Fax: <+37167225072>
Website

<http://www.sigmanet.lv/>

Administrative Contact Person
(person the CA staff reports to, head of CA)

Baiba Kaskina, Acting General Manager of SigmaNet

Accreditational Body

(The person/people on whose order the CA staff are performing their jobs, e.g. teamlead, project

leader, head of department etc, person the CA staff reports to)

Leading researcher, Latvian Grid project

(Nr:VPD1/ERAF/CFLA/05/APK/2.5.1./000055/027) leader Guntis Barzdins.

Name
SigmaNet, IMCS UL
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EmERAF

Address
SigmaNet
Matematikas un Informatikas instituts
Raina bulvaris 29
Riga, LV-1459
Latvia
Phone / Fax
Phone: <+37167211241>
Fax: <+37167225072>
Website

<http://www.sigmanet.lv/>

Direct Responsible Person

(the person the head of CA reports to)
Name

Guntis Barzdins

E-Mail address

<guntis.barzdins@lumii.lv>

PGP-Key (optional)
User-ID: Guntis Barzdins <guntis@Iatnet.lv>
Key-I1D: AD297C07

Algorithm, e.g. RSA, DSA, ElGamal / Length, e.g. 1024, 2048: EIGamal/2048

Fingerprint: 1D32 8456 D6F3 A541 E851 403A 48B2 36DE AD29 7C07

Preferred PGP-server URL (optional): http://pgp.mit.edu/

PGP Software preferably used, e.g. GnuPG, PGP.corp, PGP 2.6.x: GnuPG

Accredited CA Staff

(people responsible for maintaining the information in the repository)

The following list is the complete and entire list of all accredited CA staff. The

accreditational body is defined in Section Accreditational Body.
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People

(all CA staff including head of CA if not already the direct responsible person, person who is
meeting with the TERENA Officer)

CA Administrator 1 — Dana Ludviga

Name

Dana Ludviga, Researcher and LatGrid CA administrator
E-Mail address

dana.ludviga@Ilumii.lv

PGP-Key (optional)

User-ID: Dana Ludviga (LUMII) <dana@latnet.lv>
Key-ID: A1EADCA43

Algorithm, e.g. RSA, DSA, ElGamal / Length, e.g. 1024, 2048: ElIGamal/2048
Fingerprint: 9AF3 098D B524 DBEO C8D4 6C75 4958 6ESA A1EA DC43

Preferred PGP-server URL (optional): http:/pgp.mit.edu/
PGP Software preferably used, e.g. GnuPG, PGP.corp, PGP 2.6.x: GnuPG

CA Administrator 2 — Edgars Znots

Name

Edgars Znots, Researcher and LatGrid CA administrator

E-Mail address

edgars.znots@Ilumii.lv

PGP-Key (optional)

User-ID: Edgars Znots (BGCA RA in Latvia) <edgars.znots@sigmanet.lv>
Key-1D: 95139E69

Algorithm, e.g. RSA, DSA, ElGamal / Length, e.g. 1024, 2048: EIGamal/2048
Fingerprint: B560 CAC6 59C1 4588 9D1A F600 59E8 27E1 9513 9E69

Preferred PGP-server URL (optional): http:/pgp.mit.edu/
PGP Software preferably used, e.g. GnuPG, PGP.corp, PGP 2.6.x: GnuPG

CA Administrator 3 — Solvita Rov Tte

Name

Solvita Rovite, Researcher and LatGrid CA administrator
E-Mail address

solvita.rovite@lumii.lv
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PGP-Key (optional)

User-ID: Solvita Rovite (IMCS UL) <solvita@latnet.lv>

Key-ID: 2B47FF50

Algorithm, e.g. RSA, DSA, ElGamal / Length, e.g. 1024, 2048: EIGamal/2048
Fingerprint: C20D 4727 40B5 BF26 ODOC D2F4 856D 2AEC 2B47 FF50
Preferred PGP-server URL (optional): http:/pgp.mit.edu/

PGP Software preferably used, e.g. GnuPG, PGP.corp, PGP 2.6.x: GhnuPG

Final Statement

The person named above, i.e. Dana Ludviga, Edgars Znots , Solvita Rovite , Baiba
Kaskina and Guntis Barzdins are affiliated to the applying CA. They are commissioned,
authorised and mandated to maintain and update the accreditation information as stated in
this letter for the applying CA as well as register, maintain and update the root certificate
information as stated in the Letter Of Registration presented to TERENA. Above named
persons cross checked all information given in this letter, especially names, identity proof
numbers, PGP-key IDs and fingerprints. We have read and understood the policies and
procedures defined by TERENA's root certificate collection schema regarding the certificate
store and we are adhering to them. The above information is correct as of signing date of this
letter.

The following items are attached to this document:
E«@M1 CD-ROM with the following documents / files regarding this letter:
1.PGP keys (optional)
1.<file-name.asc> <Firstname Lastname> of all accredited persons
2.<file-name.asc> CA for above key(s)
1.1 .<Letter-Of-Accreditation.doc>

1.2 .<Letter-Of-Accreditation.sxw.sig> detached PGP signature of <Letter-Of-Accreditation.sxw>
(optional)

1.3.<Letter-Of-Accreditation.pdf> <Letter-Of-Accreditation.pdf.sig> detached PGP signature of
<Letter-Of-Accreditation.pdf> (optional)

For the applying CA:

Location: Amsterdam, the Netherlands, TERENA office

Date: 10 January 2008

Signatures:

28.lapa no 41



% : o 5 LATVIJAS GRID SERTIFIK ACIJAS AUTORIT ATES
3 Grid aprékinu vide VEIDOSANA
% Projekta otra gada rezultti

EmERAF

<Guntis Barzdins Direct Responsible Person> ...................
<Dana Ludviga CA Administrator 1> ................cooeeeennee
<Edgars Znots CA Administrator 2> ................ccoeeeneee.

<Solvita Rovite CA Administrator 3> ............ccoeevvvvenennn.

Organizational crest:

For TERENA:

I, the TACAR representative,checked the identity documents of the bearer of this letter,
<Firsthame Lastname>, the applying CA's accredited representative. The identity documents matches

the ones stated above.

Location:

Date:

Trusted Introducer Signature:
Officer Signature:

Baiba Kaskina
Lastname>

TERENA Organizational crest:

TERENA

<Firstname
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5.3 PIELIKUMS NR.3

Certificate Request:

Dat a:

Ver si on:

Subj ec

0 (0x0)
t: DC=LV, DC=latgrid, OUgrid.lumi.lv,
Subj ect Public Key Info:

Public Key Al gorithm
RSA Public Key:
Modul us (1024 bit):

Si gnature
la: fb:
af : bf :
f3: la:
4c: f 1:
29:78:
26: 59:
bO: be:
al: 7f

----- BEGA N CERTI FI CATE REQUEST
M | Bn DCCAQUCAQAWXDESMBAGCG ] ol 8i x k ARK WAk x WWRcWFQYKCZI mi ZPy LGB

00:
0d:
76:
ac:
41:
4f :
18:
77:
28:

ad:
47:
90:
2f :
b5:
45:
75:
47:
21:

Exponent :
Attributes:
a0: 00

Al gorithm shalWthRSAEncrypti
5b:
60:
8b:
31:
C6:
f2:
12:

ba: 9f :
69: 57:
a3: d7:
2a: 40:
3e: 55:
37:d8:

cf:el:

23:
59:
ac:
04:
cf:
66:
00:

33:
e9:
dd:
5b:
23:
58:
cd:
bb:
92:

65

16:
Oa:
a3:
c5:
di:
ad:
2c:

(1024 bit)

537

94:
e3:
21:
76:
fO:
17:
34:
6d:
9e:

Ob:
30:
1f:
18:
08:
1b:
9e:

07:
86:
70:
80:
74:
d3:
98:
95:

6f

79:
78:
ba:
4a:
ba:
a9:
59:

rsaEncryption

46:
4a:
db:
4f :
4e:
be:
45:
30:
1 33:
(0x10001)

25:
61:
el:
C6:
81:
53:
72:

9a:
af :
Oa:
9b:
06:
55:
23:
8d:
85:

13:
ag:
be:
70:
0d:
az:
cO:

50:
f8:
e5:
22:
3f:
4a:
fa:
9c:
C6:

67:
8b:
13:
d4:
12:
f1:
58:

5c:
17:
c9:
di:
4f :
05:
4c:
4d:

f7

20:
f7:
bl:
ff:
e0:
f6:
92:

87:
c4:
98:
ae:
e0:
ao:
dé:
3f:

23:
28:
dv:
fd:
67:
di:
8d:

4d:
3d:
30:
34:
az:
e5:
cd:
35:

ae:
d4:
7d:
42:
17:
e5:
4f :

CN=Edgars Znots

69:
80:
c7:
66:
bf :
el:
bc:
43:

39:
2e:
15:

54:
25:
ad:

fd:
03:
3a:
af :
ad:
ad:
6¢C:
9b:

10:
91:
e4:
: 36:
b7:
97:
31:

99:
a8:
77:
3c:
b3:
27:
a8:
e8:

le:
6f :
80:
45:
aa:
cl:
31:

67:
bo:
ds:
ae:
93:
19:
ev:
el:

GRYHbGF0Z3J pZDEWVBQGALUECX MNZ3JpZCssdWLpaSbsdj EVMBMGALUEAX MVRWRN

YXJz| Fpub3RzM Gf MAOGCSqGS| b3 DQEBAQUAA4GNADCBI QKBgQCt M6QHRppQXI dN
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af 2ZZwl1H6e 0GSg/ 4F8(PgACouXa@SFw2wr | yZgwxz p32Kw\WBaAT5si 0a40Z2g88
rkGll / BOTgY/ T+Ci v62zk09FWBf Tvl VKBaDl 4a0nCGRh1z TSYRSP6TNbNvGyo53dH
u22VM 2cTT81Qbv04Sghkp5vMAXEwW DAQABoAAWDQYJKoZI hve NAQEFBQADg YEA
GvubnyNbFgt 5JRNnl COuORAer 79pV1l gC B4Yami 9yj ULpFv8xqj 16yLox+64b4T
sdd9FeSATPEqQAQxx RhKxnDU/ / 1C/ DZFKXg+Vc/ G0Q 6gQVS4Ge XVLeqdl k32Ghy
r RupULx9t Hl JZf BsLzP4QASLJ5ZcsBYkol1lPr TEXoX8=

5.4 PIELIKUMS NR.4
Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: 4 (0x4)
Signature Al gorithm shalWthRSAEncryption

| ssuer: DC=LV, DC=l atgri d, CN=Certification Authority for

Latvian Gid
Validity
Not Before: Jul 21 20:15:39 2008 GMr
Not After : Jul 21 20:15:39 2009 GMr
Subject: OU=grid.lunmii.lv, CN=Edgars Znots
Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (1024 bit)
Modul us (1024 bit):

00: ad: 33: 94: 07: 46: 9a: 50: 5¢: 87: 4d: 69: f d: 99: 67
0d: 47: €9: e3: 86: 4a: af : f 8: 17: c4: 3d: 80: 03: a8: b9:
76:90: dd: 21: 70: db: Oa: e5: ¢9: 98: 30: c¢7: 3a: 77: d8:
ac: 2f: 5b: 76: 80: 4f : 9b: 22: d1: ae: 34: 66: af : 3c: ae:
41: b5: 23:f0: 74: 4e: 06: 3f: 4f : e0: a2: bf : ad: b3: 93:
4f : 45: 58: 17: d3: be: 55: 4a: 05: a0: e5: el: ad: 27: 19:
18: 75: cd: 34: 98: 45: 23: fa: 4c: d6: cd: bc: 6¢: a8: e7
77:47: bb: 6d: 95: 30: 8d: 9c: 4d: 3f: 35:43: 9b: e8: el

28:21:92: 9e: 6f:33:85:¢c6:f7
Exponent : 65537 (0x10001)
X509v3 ext ensi ons:

X509v3 Basic Constraints: critica
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AB: 37: 8E: D3: C5: OF: 41: C6: 69: 76: 47: 4F. C2: 8E: 05: 17: C2: 49: EB: C5
X509v3 Authority Key ldentifier:

keyi d: 0B: 7B: E1: B3: 56: 48: CC: 8E: 7B: 13: 31: 75: E2: 4B: D8: 61: 73: F8: 44: 59

for

Latvian Gid

X509v3 Key Usage:
Di gital

CA: FALSE
X509v3 Subj ect Key ldentifier:

Di r Nane: / DC=LV/ DC=Il at gri d/ CN=Certifi cation

serial : 99: EF: 19: 3F: 2F: 31: 04: FO

critical

Si gnat ur e,

Key Enci phernment,

X509v3 | ssuer Alternative Nane:
URI:http://grid.lumi.lv/
X509v3 CRL Distribution Points:

Aut hority

Dat a Enci pher nent

URI:http://grid.lumi.lv/calg-crl.pem

X509v3 Certificate Policies:

Si gnature

e3:
87:
90:
ba:
ac:
9d:
cO:
Oa:
5d:
70:
26:
25:
C6:
91:
bO:

df :
49:
54:
42:
36:
deé:
fc:
91:
ch:
8d:
4e:
9b:
dé:
65:
8d:

Pol i cy:

1.3.6.1.4.1.28446.1.3.0

Al gorithm shalWthRSAEncryption

10
2f

77:
0d:
2e:
e6:
c7:
3e:
cd:
5c:
2a:
az:
71:
34:
5a:

1 co:
: 90:
2d:
13:
ce:
e8:
el:
78:
87:
98:
8a:
b2:
4d:
50:

c9

e9:
12:
18:
ds:
15:
Oc:
6a:
2b:
cd:
a6:
98:
62:
4a:
0d:

8d:
19:
46:
c7:
98:
ba:
12:
b4:
C6:
9d:
81:
cd:
84
40:

a4:
cc:
40:
4f .
af :
4f :
bO:
4d:
d3:
6d:
do:
45:
al:
45:

77:
f5:
9a:
70:
34:
39:
7c:
06:
68:
dc:
dv:
fd:
17:
19:

69:
97:
56:
73:
6b:
bf :
4b:
91:
6e:
dé:
91:
ea:
a4:
dd:

2b:
e5:
10:
23:
79:
7c:
bd:
la:
b7:
9b:
9b:
do:
9c:
7h:

21:
41:
84
bO:
5f:
e9:
1d:
99:
42:
6a:
f6:
b4:
53:
2d:

09:
70:
31:
b3:
b9:
db:
6e:
06:
ce:
9b:
ag:
fO:
25:

e6:
ab:
59:
b7:
78:
05:
62:
58:
62:
8a:
86:
22:
d7:

42:
16:
41:
ea:
85:
fa:
12:
Se:
17:
e3:
9e:
77:
f b:
4f ;71 : b1:

05:
f5:
f4:
15:
af :
66:
e9:
8a:
ba:
67:
do:
dv:
34:
c5:

03:
b2:
09:
28:
36:
2e:
22:
4e:
64:
de:
03:
4c:
90:

ae:

lc:
6f :
82:
bc:
99:
40:
47:
61:
38:
f6:
dd:
33:
28:
38:

58:
56:
f5:
8b:
55:
4a:
dc:
a4:
bb:
28:
2f :
ce:
01:

CcC:
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M | Dzj CCAr agAw BAgl BBDANBgkghki GOwWOBAQUFADBYMRI WEAYKCZI i ZPy LGB
GRYCTFYxFzAVBgoJki aJk/ | sZAEZFgds YXRncm kMIEwwYDVQQDEYy hDZXJ0aWp
Y2F0aWoul EF1dCGhvenl 0eSBnb31 gTGFOdm hbi BHem kMBAXDTA4NMDcy MITT wivIT Uz
OVoXDTA5NDcy M wMT Uz OvVowl.z EWVBQGAL UECX MNZ3J pZC5sdWLpaS5sdj EVVBMG
ALUEAXMVRWRNYXJ z| Fpub3RzM Gf MAOGCSqGS! b3DQEBAQUAA4 GNADCBI QKBgQCt
Vb QHRpp OQXI dNaf 2727wl H6e OGSq/ 4F8(QgACouXa@SFw2wr | yZgwxz p32Kw\W\BaA
T5si 0a402g88r kGLI / BOTgY/ T+Ci v62zk09FWBf Tvl VKBaDl 4a0nGRh1z TSYRSP6
TNbNvGy053dHU22VM 2¢TT81Q6v04Sghkp5vMAXEwW DAQAB0o4| BRj CCAUl WDAYD
VROTAQH BAI WADAd BgNVHQ4 EFgQUgz e 008 UPQe Zpdk dPwo4 FF8J J68Ung ZI GALUd
| WSBi j CBh4AUC3vhs1Zl zI 57EzF14kv YYXPARFmMhZKRI MGAXEj AQBgoJki aJk/ |'s
ZAEZFgJ W] EXMBUGCGSJ ontT8i xk ARKWVB2x hd Gdy aVWQx MTAv BgNVBAMIKENI chRp
Zm j YXRpb24gQXV0a®@yaXR5| GZvci BMYXR2aWFul Edy aWsCCQCZ7xk/ Lz EESDAO
BgNVH@BBAf SEBAMCBLAW AYDVROSBBkwF4YVaHROc DovL2dyaWubHVt aWkubHYv
VDI GALUd HWQ MCkwJ 6Al oCOd WhOdHAGLY9ncm kKLmx1bW pLnmx2L2NhbGet Y3Js
LnBl bTAYBgNVHSAEETAPMAOGCy s GAQOBgd4e AQVAMAOGCSq GSI b3 DQEBBQUAAAI B
AQDj 3xDJ6Y2kd2kr | QinQgUDHFi HSS+QEhnMBZf | QXA Fv\WblaQvHct GEZAM YQ
hDFZQF QIgvWsQO0T2MdPcHV sLO36hUovIl usNi 70FZi vNG& 5X71 4ha82mvWdlubo
DLpPMh986ds F+mYuQEr A/ M hahKwf Eu9HWbi Euki ROWKKk T54 K7 RNBpEanQZYXopO
YaRdy82HzchTaG53Qs5i F7pkOLt wj VyYpplt 3NabapuK42d0i gnili gKml HQL5Go
9qnent AD3S8I nbKy Ys1F/ er @ PAI d9dMVB7GLnFNSoShF6Sc Uy XX+z SQKAGRZTRQ
DUBFGA17LU9/ scWIOMywj Vr J

5.5 PIELIKUMS NR.5
Certificate Request:
Dat a:
Version: 0 (0x0)

Subj ect : DC=LV, DC=l at gri d, OU=grid.lumi.lv,
CN=host/birzs.latnet.|v

Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (1024 bit)
Modul us (1024 bit):
00: a6: f5:d7: b1l: 05: 37: 8f : ed: 3a: 59: fa: 18: ce: e8:
1c:a3:f1:f5:2f:0c: 79: e0: 5f : be: 3d: ¢3: 60: 93: fc:
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33:5f:88:e4:fe:45: e7: ec: ca: 1d: 30: 26: 6e: eb: cO:
ca: 7a:ed: d9: c3: Oe: 1c: 52: 47: 66: 6e: df : fe: d1: 8a
4a: a9: f4: 4f: Ob: c6: ce: e0: 32: c1: e6: eb: 3f: a0: f 7:
5b: 20: cb: 1e: cb: 16: f8: 7c: 3d: 23: 95: 27: 29: 9c: 70:
91: 9b: 3a: 9c: 52: fa: 51: 46: 83: 55: 83: ch: d9: 67: e7
96: 98: c0: 60: bd: 36: 5¢c: cb: fd: e6: c5: 1e: 05: 72: c2

c7:7c:08: bb: 3c: 19: b7: 6¢: 25
Exponent: 65537 (0x10001)
Attributes:
a0: 00
Signature Algorithm shalWthRSAEncryption

45: 4c¢: 72: 43: fa: 14: 3e: 49: 1 3: 9b: c4: ae: 83: 3d: bd: 16: Oe: f 8:

ef 1 67: 67: bf : e2: b8: ed: 55: ¢2: 2f : 2f : 4d: dc: ¢5: 27: b4: 5a: 10:

6e: 69: 74:86:17: 12: 75: a4: 63: 48: b2: ef : ¢c1: 03: 1c: 4d: ac: 34:

88: 6b: a5: ee: 14: 7c: 7d: ab: Oc: 3b: c9: 3d: c0: e0: ¢3: 54: a6: a2:

dd: bd: 78: 12: bd: ab: ¢c7: 05: 5b: 40: f 1: 33: 6f : fe: 30: c1: b9: ce:

ch: 1f: 32: 26: 84: 5b: 2c: ¢9: ¢7: b9: 8c: cl: al: 37: 56: 32: 58: 64:

79: ee: ed: d9: 32: b5: b5: 9c: a9: 69: a5: ac: 55: 3c: 5b: 36: 65: 7c:

2d: 04
————— BEG N CERTI FI CATE REQUEST--- - -
M | Bp DCCAQOCAQAWZDESMBAGCg ] onT 8i x k ARK WAK X WWRc WFQYKCZI mi ZPy LGB
GRYHbGF0Z3J pZDEWVBQGALUECX MNZ3JpZC5sdWL paS5sdj EdVBs GA1UEAXxMJa(9z
dC9i aXJ6cy5s YXRuZXQubHYwgZ8wDQYJKoZIl hvec NAQEBBQADg YOAM GJA0oGBAKb1
17EFN4/ t O n6GW oHKPx9S8MeeBf vj 3DYJP8ML+I 5P5F5+z KHTAnbuvAynr t 2cMO
HFIHZn7f / t GKSqnOTw GzuAywebr P6 D3W DLHs s WHHWII 5UnKZxwk Zs6nFL6UUaD
VYPL2W nl pj AYLO2XM/95sUeBXLCx 3w uzwZt 2w AgMBAAGYADANBgk ghki GOwWOB
AQUFAAOBg BFTHID+hQ+Sf CoxK6DPbOWDvj vZ2e/ 4rj t Vel vL03cxSe0WhBuaXSG
FxJ1pGNl su/ BAXxNr DSI a6 XuFHx 9qww7y T3AAMNUpgLdv XgSvavHBVt ASTNv/ j DB
uc7LHzl mhFssyce5j MGhN1YyWER57u3ZM WLNKI ppaxVPFs2ZXwt BA==

5.6 PIELIKUMS NR.6
Certificate:
Dat a:
Version: 3 (0x2)

34.lapa no 41



% s — < LATVIJAS GRID SERTIFIK ACIJAS AUTORIT ATES =. ERAF
z 3 Grid aprékinu vide VEIDOSANA

Projekta otra gada rezultti

Serial Number: 5 (0x5)
Signature Al gorithm shalWthRSAEncryption

| ssuer: DC=LV, DC=l at gri d, CN=Certification Authority for
Latvian Gid

Validity
Not Before: Jul 21 21:15:43 2008 GMI
Not After : Jul 21 21:15:43 2009 GMI
Subject: OU=grid.lumi.lv, CN=host/birzs.latnet.|v
Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (1024 bit)
Modul us (1024 bit):
00: a6: f5:d7: bl: 05: 37: 8f : ed: 3a: 59: fa: 18: ce: e8:
1c:a3:f1:f5:2f:0c: 79: e0: 5f : be: 3d: ¢3: 60: 93: fc:
33:5f:88:e4:fe: 45: e7: ec: ca: 1d: 30: 26: 6e: eb: cO:
ca: 7a: ed: d9: c3: Oe: 1c: 52: 47: 66: 6e: df : fe: d1: 8a
4a: a9: f4: 4f: Ob: c6: ce: e0: 32: cl: e6: eb: 3f: a0: f 7:
5b: 20: cb: 1e: cb: 16: f8: 7c: 3d: 23: 95: 27: 29: 9c: 70:
91: 9b: 3a: 9c: 52: fa: 51: 46: 83: 55: 83: ch: d9: 67: e7
96: 98: c0: 60: bd: 36: 5c: cb: fd: e6: c5: 1e: 05: 72: c2
c7:7c:08:bb:3c:19: b7: 6c: 25
Exponent : 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Basic Constraints: critica
CA: FALSE
X509v3 Subj ect Key ldentifier:

D4: EF: 04: AE: 6E: 41: 1B: OA: EC. F9: B2: BO: C4: 0C. 51: F4: 6A: F7: 9D: 9B
X509v3 Authority Key ldentifier

keyi d: 0B: 7B: E1: B3: 56: 48: CC. 8E: 7B: 13: 31: 75: E2: 4B: D8: 61: 73: F8: 44: 59

Di r Nane: / DC=LV/ DC=Il at gri d/ CN=Certifi cation Aut hority
for Latvian Gid

serial : 99: EF: 19: 3F: 2F: 31: 04: FO

X509v3 Key Usage: critica
Digital Signature, Key Enciphernent, Data Enci phernent
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% LATVIJAS GRID SERTIFIK ACIJAS AUTORIT ATES ,. ERAF

g Grid aprékinu vide VEIDOSANA

Projekta otra gada rezultti

X509v3 | ssuer Alternative Nane:
URI:http://grid.lumi.lv/
X509v3 CRL Distribution Points:

URI:http://grid.lumi.lv/calg-crl.pem

X509v3 Certificate Policies:
Policy: 1.3.6.1.4.1.28446.1.3.0

X509v3 Subj ect Alternative Nane:
DNS: birzs.latnet.|lv
Signature Al gorithm shalWthRSAEncryption
€9: 2a: 52: 32: 89: 9a: a0: 50: a7: 3d: d2: ae: 54: 06: 96: 9e: 8d: 39:
9a: 36: 8d: 89: 51: 7f: 90: 32: 37: 79: 52: 5¢: 1a: 70: 61: 00: ch: 4b:
9d: f 4: dc: 4d: c0: a4: 58: 5d: 9d: 7a: 2d: 39: 14: 22: 75: 49: f 8: 24:
18: 42: 4c: 3e: 3a: bf : ef : d4: a7: e5: ¢9: 98: ac: 19: 56: 1f : d2: 55:
fc:3e:9b:c3:f1:61:8b:a9: 18: 47: a9: 25: d3: ab: a2: 6d: 73: 26
al: 55: 9b: 1b: 8f : 34: ab: cb: bc: ff: 11: f2: 65: 3f: b9: de: f 7: 04:
4a: 40: 82: 60: fe: 56: 56: b5: 22: a3: 3a: 74: b2: 4c: 6e: 43: b0: 83:
bd: el:fc:90: 8c: bc: e2: bd: b5: 30: 27: 7a: 49: af : e0: 36: 7e: f 1:
92: 3d: a4: 43: 81: 9a: c2: 9f : f 5: 87: 32: d2: c8: 44: bb: 4b: 2f : 9c:
4a: 2e: la: 2c: f4:3d: 09: c5: 7e: 6b: 9b: 84: 2d: 20: 15: 55: f 7: 4e:
c6: 81: 46: 3e: db: 73: 27: 4e: 96: 6a: 35: a4: 1b: de: cf: 6b: 9f : f d:
8e: 03:09: 6¢: 5d: 17: 24: 4f: b8: cb: 79: b8: bl: e5: f b: 8¢c: b0: al
a3:42:3d: fd: 44: bb: 22: bc: 4b: cc: 11: a5: 17: ba: 30: d6: 78: e9:
58: 55: d7: 3c: ec: db: el: 62: 56: 83: b8: b0: 5b: d6: 5f: 2a: 28: c7
48: b0: 4d: 97
————— BEG N CERTI FI CATE- - - - -
M | D8j CCAt qgAwl BAgl BBTANBgkghki GOWOBAQUFADBgMRI WEAYKCZI mi ZPy LGB
GRYCTFYxFzAVBgoJki aJk/ | sZAEZFgds YXRncm kMIEW.wYDVQQDEY hDZXJ0aWzZp
Y2F0aWul EF1dGhvcem 0eSBnb31 gTGF0dm hbi BHcm kMB4XDTA4NMDcy MT1 x MTUO
MLoXDTASMDcy MT I x MTUOMLowNz EWWBQGALUECX MNZ3JpZCssdW paS5sdj EAMBs G
ALUEAXMJaG9zdC9i aXJ6cy5s YXRuZXQubHYwgZ8wDQYJKoZIl hvc NAQEBBQADg YOA
M GJIA0CGBAKb117EFN4/ t O n6GW7 oHKPx9S8MeeBf vj 3DYJP8ML+I 5P5F5+z KHTAm
buvAynrt 2c MOHFIHZnVf / t GKSqnOTw GzuAywebr P6 D3W DLHs sWHHWO I 5UnKZxw
kZs6nFL6UUaDVYPL2W nl pj AYLO2XM/95sUeBXLCx 3wl uzwZt 2wl AgMBAAG ggFi
M | BXj AMBgNVHRVBAf 8EA] AAMBOGAL Ud DgQUWBBTU7wWSubk EbCuz5sr DEDFHOaved
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% s — < LATVIJAS GRID SERTIFIK ACIJAS AUTORIT ATES ,. ERAF
% 3 Grid aprékinu vide VEIDOSANA

Projekta otra gada rezultti

nz CBkg YDVROj Bl GKM GHgBQLe+GzVKkj M nsTMXXi S9hhc/ hEWAFkpG wWYDESMBAG
CgnB8JomT8i xk ARKWAK X WWRc WFQYKCZI ni ZPy L GOBGRYHb GF0Z3J pZDEx MC8 GA1UE
AxXMo@Vydd maWNhd@ vbi BBAXRob3JpdHkgZnByl ExhdHZpYWIgR3JpZIl | JAInv
GT8v MITWiVA4 GA1 Ud DWEB/ wQEAW Es DAgBgNVHRI EGTAXhhVodHRWO 8vZ3JpZC5s
dWLpaSbsdi 8wivj YDVROf BCsWKTAnoCWjl 4YhaHROc DovL2dyaWQubHVt aVkubHYv
Y2FsZy1lj cmwc GVt MBgGALUdI AQRVASWDQYL KwYBBAGB3h4 BAWAWGY YDVRORBBMwv
EYI PYM yenMubGFObm/OLnx2MAOGCSgGSl b3DQEBBQUAAAI BAQDJIKI | yi ZqgUKc9
0g5UBpaej TmaNo2J UX+QM d5Ul wac GEAY Oud9NXNWKRYXZ16L Tk Ul nVJ+CQY QK w+
O/ v1Kf | yZi sGVYf 0l X8PpvD8WELgRhHqSXTq6Jt cyahVZsbj zSry7z/ Ef JI P7ne
IWRKQ Jg/ | ZW SKj OnSyTGEDs 1 G4f yQ Lzi vbUwd3pJdr +A2f vGSPaRDgZr Cn/ VH
M LI RLt LL5xKLhos9D0JxX5r mAQx | BVWV907CGgUY+23WnTpZgNaQb3s9r n/ 20AW s
XRckT7j Lebi x5f uMsKG @ 39RLsi vEvMEaUXuj DWed YVdc87NvhYl aDuLBb1l 8q
KMl sE2X

5.7 PIELIKUMS NR.7
Certificate Request:
Dat a:
Version: 0 (0x0)

Subj ect : DC=LV, DC=l atgri d, OU=grid.lumi.lv,
CN=l dap/ birzs.latnet.lv

Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (1024 bit)
Modul us (1024 bit):
00: dd: ec: 26: e1: 08: 73: 2e: 89: 9e: 5c: d3: Ob: 56: 48:
9d: 25: ba: 6¢: 1f : 98: 03: 86: 41: cc: 75: d3: 62: 8f : 2d:
a3:d7: 60: b2: f b: bb: 45: d9: 3c: 37: 34: 54: 1e: f 6: ce:
63: 4d: 88: 4f: 12: Of : ae: a3: a4: 99: 42: €9: 42: 68: df :
€9: 56: 2f : 46: ca: aa: 55: 2d: ac: 41: 24: de: 1f : ef : ca:
46:d4:8c: d3:72:93: 5f: 7c: 2c: a5: 69: d1: 9c: f 0: 33:
11: 7a: 2a: d4: 05: 54: e0: c1: 12: 55: ee: ed: 18: 27: ad:
dd: 5¢: f 3: a3: 8e: 3a: 69: 15: ed: fd: 56: ab: 1f : ¢5: 57
2e:35:42:18:cc:f6:d0: cd: a9
Exponent: 65537 (0x10001)
Attributes:
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LATVIJAS GRID SERTIFIK ACIJAS AUTORIT ATES ,. ERAF

3§ .QQ Grid aprékinu vide VEIDOSANA

Projekta otra gada rezultti

a0: 00
Signature Al gorithm shalWthRSAEncryption
89: e2: 9f : d9: 5d: ee: b3: eb: 34: al: b4: Ob: 7e: 28: 1d: 9a: 2d: bb:
78: 9a: b5: 75: ba: 76: 2f : 25: 55: 25: e4: ea: 24: 83: 21: 32: 39: 55:
11:53: c6: 6a: ef : f4: 75: 0f : 50: b0: 68: 47: 1a: a2: 0d: 82: b1: 99:
cd: b6: 40: 5d: c1: 7c: d4: 6b: fe: c2: fa: f4:a3: 3c: 36: fb: c5: 46:
07:56: 51: 2a: 90: 68: 3b: e2: 8c: 89: 53: al: 91: le: 54: 95: f 7: 50:
e2:4c: fa: 6e:84:cd: be: 1d: fa: 4f: b2: ¢c6: 29: 50: eb: f 6: 04: 5b:
Of : ed: 44: cb: 3d: 10: 1f : f a: 2b: ad: 71: ce: 46: 62: 5e: 9b: 24: 6d:
c0: 51
————— BEG N CERTI FI CATE REQUEST---- -
M | Bp DCCAQOCAQAWZDESMBAGCGNSJ onT8i x k ARK WAk X WWRc WFQYKCZI mi ZPy LGB
GRYHbGF0Z3J pZDEWVBQGALUECX MNZ3JpZC5sdWLpaS5sdj EdMBs GAL1UEAXMUbGRh
cC9i aXJ6cy5s YXRuZXQubHYwgZ8wDQYJKoZl hvc NAQEBBQADg YOAM GJ AoGBAN3S
JuEl cy6Jnl zTC1ZI nSW6bB+YA4ZBzHXTY08t 09dgsvu7Rdk8Nz RUHvbOY02I TxI P
r qCkmULpQnj f yVYVRsqQqVS2s QSTeH+/ KRt SMD3KTX3ws pWiRnPAz EXoq1AVU4MES
Ve7t CCet 3Vzz0446aRXt / Var HBVXL| VC+Mz 20M2 p AgMVBAAGYADANBgk ghki GOwWOB
AQUFAAOBgQCI4p/ ZXe6z62z Sht At +KB2aLbt 4nr ViunYvJVU 50okgy Ey OVURUBZ(
7/ R1D1OwaEcaog2CsZnNt kBdwXz Ua/ 7C+vSj PDb7xUYHVI EqkGg740yJUSGRH SV
91Di TPpuhM2+Hf pPssYpUOv2BFs P7UTLPRAf +i ut cc5GYl 6bJG3AUQ==

5.8 PIELIKUMS NR.8
Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: 6 (0x6)
Signature Al gorithm shalWthRSAEncryption

| ssuer: DC=LV, DC=l at gri d, CN=Certification Authority for

Latvian Gid
Validity
Not Before: Jul 21 21:25:47 2008 GVI
Not After : Jul 21 21:25:47 2009 GMIr
Subject: OU=grid.lumi.lv, CN=ldap/birzs.latnet.|lv
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% s s < LATVIJAS GRID SERTIFIK ACIJAS AUTORIT ATES =. ERAF
z 3 Grid aprékinu vide VEIDOSANA

Projekta otra gada rezultti

Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (1024 bit)
Modul us (1024 bit):
00: dd: ec: 26: e1: 08: 73: 2e: 89: 9e: 5c: d3: Ob: 56: 48:
9d: 25: ba: 6¢: 1f : 98: 03: 86: 41: cc: 75: d3: 62: 8f : 2d:
a3:d7: 60: b2: f b: bb: 45: d9: 3c: 37: 34: 54: 1e: f 6: ce:
63: 4d: 88: 4f: 12: Of : ae: a3: a4: 99: 42: €9: 42: 68: df :
€9: 56: 2f : 46: ca: aa: 55: 2d: ac: 41: 24: de: 1f : ef : ca:
46:d4: 8c: d3:72: 93: 5f: 7c: 2c: a5: 69: d1: 9c: f 0: 33:
11: 7a: 2a: d4: 05: 54: e0: c1: 12: 55: ee: ed: 18: 27: ad:
dd: 5c: f 3: a3: 8e: 3a: 69: 15: ed: fd: 56: ab: 1f : ¢5: 57
2e:35:42:1f8:cc:f6:d0: cd: a9
Exponent: 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Basic Constraints: critica
CA: FALSE
X509v3 Subj ect Key ldentifier:

BO: 59: B7: BF: 1F: 72: EE: B4: D6: B4: 89: DE: 15: 59: 86: EB: 79: 5F: 31: C0
X509v3 Authority Key ldentifier

keyi d: 0B: 7B: E1: B3: 56: 48: CC: 8E: 7B: 13: 31: 75: E2: 4B: D8: 61: 73: F8: 44: 59

Di r Nane: / DC=LV/ DC=l at gri d/ CN=Certifi cation Aut hority
for Latvian Gid

serial : 99: EF: 19: 3F: 2F: 31: 04: FO

X509v3 Key Usage: critica
Digital Signature, Key Enciphernent, Data Enci pher nent
X509v3 | ssuer Alternative Name:
URI:http://grid.lumi.lv/
X509v3 CRL Distribution Points:

URI:http://grid.lumi.lv/calg-crl.pem

X509v3 Certificate Policies:
Policy: 1.3.6.1.4.1.28446.1.3.0
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q Grid aprékinu vide VEIDOSANA

Projekta otra gada rezultti

X509v3 Subj ect Alternative Nane:
DNS: birzs.latnet.lv
Signature Al gorithm shalWthRSAEncryption
9f : 5d: ca: 83: d5: 44: 98: 89: 3a: 70: 7f: da: 2e: f 0: bb: 1d: 05: d3:
9e: a8: 93:84: e€9: el: d5: 78: 91: 76: ab: fa: 35: c5: a3: ff: al: 3a:
b5: b4: 54:93: 8e: e0: 81: bb: 7c: 0f : 19: eb: 94: f9: 70: 3b: 4b: 1d:
la: 9f : e4: 4e: 26: a8: 34: 52: 5a: 16: ce: ff: 8c: d6: 7e: 37: 09: cb:
9d: 65: 07: 44: de: 8a: 44: ab: c0: bc: 71: 79: 4d: cf: e3: 3b: e3: f 6:
7c:la:12:8f:cd:fa:cc:18:4c: 81:93: le: 96: 9f : a7: 28: 61: 45:
5b: ce: 66: b6: c5: ee: 76: 72: 63: d0: 05: 94: 86: 5¢: 79: f 7: 1f : db:
e7:4e: 43: 4b: c6: a8: 2f: 48: c1: fa: aa: ae: 58: b2: 18: 22: 6a: 80:
84: 42: 32: 01: 24: ee: Oc: b5: 73: 3e: 95: ab: b4: 15: 11: 94: d8: 1b:
dc: 22: 2d: 42: 3e: 10: 4b: 91: ef : d6: b1: 29: 3f: 29: 67: 65: 1c: 5c¢:
el: 2e: ¢c8: 0c: da: e6: e8: b0: c0: 26: 9c: Of : 53: el: 3b: 3d: 6b: 96:
e2: a0: a0: a6: 2b: 10: 77: c6: 90: 95: b4: 47: a5: 5d: 8c: 91: ¢9: 65:
f8:43: bl1:85:c3: bc: f1l: bd: ae: b5: a9: c6: bl: 84: f2:93: 9f: ab:
6b: d4: 1d: 61: bd: 4f: 32: e6: 27: 75: d9: a7: 87: fe: ab5: 6¢: a0: f 7:
3a:dc: 9f: ab
————— BEA N CERTI FI CATE- - - - -
M | D8j CCAt qgAW BAgl BBj ANBgkghki GOwWOBAQUFADBgYMRI WEAYKCZI i ZPyLGQB
GRYCTFYxFzAVBgoJki aJk/ | sZAEZFgds YXRncm kMIEwLwYDVQQDEYy hDZXJ0aWzp
Y2F0aWoul EF1dGhvem 0eSBnb31 gTGFOdm hbi BHcm kMBAXDTA4ANMDcy MTT xM UO
N1oXDTASMDcy M1 xM UONLowNz EWWBQGALUECX MNZ3J pZC5sd\WLpaS5sdj EdVBs G
ALUEAXMUbGRhc C9i aXJ6cy5s YXRUZXQubHYwgZ8wDQYJKoZI hvc NAQEBBQADg YOA
M GJA0GBAN3sJUEIl cy6Jnl zTCLlZI nSW6bB+YA4ZBzHXTYo8t 09dgsvu7Rdk8NzRU
HvbOY02I TxI PrqOknmJLpQnj f yVYVRsqqVS2s QSTeH+/ KRt SMI3KTX3ws pWhRNPAz
EXoq1AVUAMESVe7t GCet 3Vzz0446aRXt / Var HBVXLj VC+Mz20M2pAgMBAAG ggFi
M | BXj AMBgNVHRNMBAF 8EA] AAMBOGAL Ud DgQBBSWMbe/ H3Lut NaOi d4VWybr eV8x
wDCBk g YDVROj Bl GKM GHgBQLe+GzVKj M nsTMXXi S9hhc/ hEWaFkpG wWYDESMBAG
CgnSJonmT8i xk ARKWAK X WRcWFQYKCZI i ZPy L GQBGRYHb GF0Z3J pZDEX MC8 GALUE
AxMbQ@VydG maViWhdG vbi BBdXRob3JpdHkgZnBy | ExhdHZpYWIgR3JpZI | JAInv
GT8v MITWiVA4 GA1 Ud DWEB/ wQEAW Es DAgBgNVHRI EGTAXhhVodHRwWO 8vZ3JpZC5s
dWLpaS5sdi 8wivij YDVROf BCswKTAnoCWjl 4YhaHROc DovL2dyaWQubHvVt aVkubHYv
Y2FsZy1lj cmwc GVt MBgGALUdI AQRVASWDQYL KwYBBAGB3h4 BAWAWGY YDVRORBBMwv
EY! PYm yenMubGFObmVOLmk2MAOGCSqGSI b3DQEBBQUAAAI BAQCE XcqDLUSYi Tpw
f 9ou8LsdBdCeqJOE6eHVeJF2q/ olxaP/ 0Tqlt FSTj uCBu3wPGeuU+XA7Sx0an+RO
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% . s < LATVIJAS GRID SERTIFIK ACIJAS AUTORIT ATES =. ER‘ kF
3 Grid aprékinu vide

VEIDOSANA

% Projekta otra gada rezultti

JqgOoUl oW v+MLN43CcudZQIE30pEq8C8c Xl Nz+M7 4/ Z8CGhKPzf r MGEy Bkx6Wh6C 0
YUVbzma2xe52cmP@BZSGXHN3HIVNTKNLXxqgv SMH6qQ5Yshgi aoCEQ | BJOAM XMt
| auOFRGU2Bvcl i 1CPhBLke/ W Sk/ KWdl HFzhLsgM2ubosMAMA9T4Ts9a5bi oKCm

KxB3xpCvt Eel XYyRyWK4Q7 GFw7zxva6lqcaxhPKTn6t r 1B1hvUBy5i d12aeH gVs
oPc63J+r
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